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EXECUTIVE SUMMARY
This report provides a review of surveillance technologies and analysis of them; an introduction to main
surveillance architectures in utility networks; an analysis and classification of threats detectable by
surveillance techniques; and, surveillance technologies that can be used to mitigate threats. This review of
surveillance technologies, which was conducted in early 2015, was done using a systematic literature
review method that provides a valid and comprehensive categorisation of existing technologies. Following,
an analysis of surveillance technologies provides comparative information with regard to the level of
security, privacy infringement, usability, effectiveness, cost and cost effectiveness of surveillance
technologies. We consider the results to be significant in the context of further investigating surveillance
technologies and improving them in several directions. A noteworthy remark about the review is that
privacy infringement is a major issue; nevertheless, surveillance technologies in utility networks appear to
use integrated solutions, which increase the level of privacy infringement. This stems mostly from the need
for ensuring security and safety in these environments. The report also investigates the fact that the
analysis conducted has limitations, mostly imposed via the selection of biased studies, inaccuracy in data
extraction, the applied methodology for conducting the review study, and the evaluation of surveillance
technologies, which is based on the perception of experts. Lastly, analytical information is provided on the
detection and mitigation of threats using various surveillance technologies, and threat modelling is
presented in the context of Smart Grids. Furthermore, we investigate threats involving surveillance
technologies. This is achieved by providing information about how certain surveillance technologies can
help to detect and mitigate varied threats; threat modelling in Smart Grids; and threats to surveillance
technologies. The analyses of surveillance technologies provide indications on the capabilities of them as
well as how these could be combined to achieve valid prediction of risks and threats.
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1 ABBREVIATIONS
Term
1GSS
ADSL
AIS
CCTV
CIA
DMZ
DPI
DSL

EEPROM
GHz
GPS

HMI
ICS
ICT
IP
ISP
IT

RFID
RTU
SRA
UAV

UHF

Meaning
First-Generation Surveillance Systems
Asymmetric Digital Subscriber Line
Automatic Identification System
Close-circuit television
Confidentiality, Integrity, and Availability
Demilitarised Zone
Deep Packet Inspection
Digital Subscriber Line
Electrically Erasable Programmable Read-Only Memory
Giga Hertz
Global Positioning System
Human Machine Interface
Industrial Control Systems
Information and Communication Technology
Internet Protocol
Internet Service Provider
Information Technology
Radio Frequency Identification
Remote Terminal Units
Safety, Reliability and Availability
Unmanned Aerial Vehicles
Ultra High Frequency

2 OBJECTIVES
The main objectives covered in this deliverable refer to the investigation of surveillance technologies and
categorisation of surveillance strategies based on utility network types and hybrid risk metrics. Specifically,
we mostly focus on the predictability of both physical and cyber risks. The expected results here are to find
out how to combine and match hybrid risk metrics with surveillance systems to achieve a valid prediction of
risks and threats. In detail, this means that both physical as well as cyber threats have to be analysed to see
if and how different surveillance systems, such as various sensor types, visual monitoring, etc., and their
combination have an influence on prediction accuracy with hybrid risk metrics. In order to accomplish the
above-mentioned objective, we perform two tasks. Initially, we conduct an analysis of surveillance
technology trends, and subsequently, an analysis of threats in the context of surveillance technologies.
The first task (part 1 of the report) provides a detailed overview of the current technological trends and
best practices in the surveillance area. Important here is also to identify which surveillance technologies are
used in certain kind of utility networks. As a result of this analysis, the currently available and future
surveillance technologies will be comprehensively outlined and an evaluation in several dimensions will be
provided.
The second task (part 2 of the report) has as a goal to analyse and classify the possible threats. The
outcome of this task is an analysis on how the implementation of certain surveillance technologies can help
to mitigate threats. Here, a detailed classification is necessary to see what kind of threat can be mitigated
to which degree using a certain technology. The last goal of this task is to identify threats to surveillance
technologies themselves. A risk assessment will provide information on what kind of harm can come to a
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surveillance system during its usage and how these risks and the resulting threats can be effectively
countered.

3 INTRODUCTION
Surveillance is concerned with the investigation, in a systematic way, or monitoring of the actions or
communications of one or more individuals. Collection of information with regard to individuals, their
activities, or their associates consist of its primary purpose. Another potential intention of surveillance may
be to deter a whole population from undertaking some kinds of activity [1]. Currently, a wide range of
surveillance technologies is used in order to provide end-users with different levels of functionality.
The first aim of this report is to provide an overview of the current technological trends and best practices
in the surveillance area. Although some independent reviews have been conducted in order to achieve that
objective [2-7], none of the existing reviews were done using a systematic mapping study, which is an
effective approach in summarising existing evidence concerning a technology; is able to identify potential
gaps in current research, and thus, help in the suggestion of new areas that require further investigation
[8]. This will operate as a stepping-stone towards the classification and comparative evaluation of
surveillance technologies in several dimensions, including categories as security, privacy, usability, and costeffectiveness. Apart from conducting a review based on existing literature information, we further provide
an introduction to surveillance architectures, which are examined in the context of utility networks. The
latter could operate initially to check the list of identified surveillance technologies for completeness and
further to raise awareness with regard to approaches applicable in utility networks. Furthermore, in order
to identify the threats that are targeting surveillance systems, we perform an analysis on how certain
surveillance technologies can help to detect and mitigate varied threats. As an example, threat modelling is
also examined in the context of Smart Grids. Lastly, a set of threats to surveillance technologies is also
examined since they can also be targeted by various threats.
The remainder of this report is organised as follows: section 4 provides brief historical information
concerning the evolution of surveillance systems; section 5 provides our analysis of surveillance
technologies; and, section 6 elaborates on threat information by surveillance. Concluding remarks are
presented in Section 7 of the report.

4 HISTORICAL EVOLUTION OF SURVEILLANCE SYSTEMS
In the Stone Age men surveyed their hunting ground by using eyes and ears in order to protect their
community against wild animals or rivalling tribes. High plateaus were used to increase the field of vision.
Later on huge towers were built, often equipped with long-range weapons like slingshots or bow and arrow
to detect possible enemies soon enough and fight them from a secure range. This kind of surveillance
reached its peak in the medieval times. Huge castles were constructed, surrounded by moats or traps, to
prevent enemies from getting close-range. Nevertheless, human beings appeared to consist one of the
main limiting factors in these approaches.
In the renaissance, people developed technical devices as the telescope by which the field of vision could
be further increased. In the 19th century, binoculars were invented and are still being used. Besides video
surveillance, audio surveillance (e.g., microphone) became attractive for the government and the military.
During 1960 to 1980, the First-Generation Surveillance Systems (1GSS) were developed. They included
analogue signal and image transmission techniques like CCTV (Closed-circuit Television), which main task
was to extend the human perception capabilities in a spatial sense. The Second-Generation came up in
1980, and they continued to evolve until 2000. Through the profit of the early progression in digital video
communications, automated visual surveillance was well established and human operators could be
assisted by pre-screening important visual events. Third-Generation consist of the latest type of
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surveillance technologies. It features by handling a large number of cameras, a geographical spread of
resources, and many monitoring points distributed over a large network [9]. Data communication among
devices, as well as, management and extraction of events in real-time from a large collection of sensors
have to be facilitated efficiently. Current developments are facing Fourth-Generation surveillance
technologies, and aim at fully automated systems with only minor human intervention.
The process of surveillance consists in general of four activities, as depicted in Figure 1. These activities
include data collection, which is potentially relevant to events of interest. Since collected data can be
provided by different kinds of possible sources, the process of data integration or data fusion is of vital
importance. This is required in order to bring it into the same semantic, and hence, to extract more
meaningful information. The next phase refers to the activity of utilising the available data into further
processing procedures, referred to as decision-making processes. As a result, “first response” activities can
be managed and coordinated more effectively.

Data
Collection

Data
Processing

Decision
Making

First
Response

Figure 1 - A general overview of the activities of a surveillance system

Table 1 shows the evolution of surveillance systems. Specifically, it depicts the evolution of actors in the
context of surveillance systems’ main activities over time. Until renaissance, either one person or a group
of persons executed all surveillance activities. With the emerge of technical devices as the telescope or
binoculars, which provided assistance to humans, the action of collecting data was no longer limited by
human eyes. This practice of surveillance took place until the 1960s when the 1GSS and first CCTV cameras
came up and the action of collecting data switched from person to device by using cameras to take images
and videos. When the 2GSS emerged, devices adopted also the action of data processing, due to the
upcoming of video progression in digital video communications. With the invention of 3GSS in the 20 th
century the action of decision-making (e.g., alerting, shutting doors, and alarming staff) was also adopted
by devices. To this day the action of “first response” (e.g., investigating the location of the incident) is still
executed by human staff and partially supported by devices. However, current trends in 4GSS aim at fully
automating this action. Regarding the whole evolution of surveillance systems over the course of time one
can determine that the active role of human has been decreased while in parallel the role of devices has
been increased.
Time
< Renaissance
< 1960
1GSS
2GSS
3GSS
4GSS

Data Collection
Person
Person & Device
Device
Device
Device
Device

Data Processing
Person
Person
Person
Device
Device
Device

Decision Making
Person
Person
Person
Person
Device
Device

First response
Person
Person
Person
Person
Person & Device
Device

Table 1 - Evolution of the actors of surveillance activities.

Before the era of the Internet, surveillance systems tended to prevent physical trespass, harm, natural
disasters or actions of crime. They are applied in public areas, train stations, airports, stadiums, banks,
military as well as high-security facilities and much more. These days, cyber-attacks appear to increase in
number. Hence, intruders no longer trespass into facilities by slicing fences or blasting entrances. They use
the Internet to get access to companies, governmental and public agencies. Critical data can be stolen or
even manipulated. Specifically, cyber-attacks against critical infrastructure have the potential for a wide
spread impact on almost all sectors of our societies, and therefore, terrorist organisations have shown an
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interest in this kind of warfare (see Cyberterrorism). Due to the fact that conventional surveillance systems
cannot counter cyber-attacks, new mechanisms have been emerged as dataveillance to defend against
attackers.

5 PART 1: SURVEILLANCE TECHNOLOGIES ANALYSIS
5.1

Method

In this report, we conducted a systematic literature review of surveillance technologies by identifying and
analysing various individual projects and research works. This review was designed to provide a wide
overview of a research area, classify information and provide comparative information. We selected this
type of study as our review approach since our goal is to overview state-of-the-art technological trends and
best practices in the surveillance area. To accomplish our main objective, we conducted a systematic
review [10] regarding surveillance technologies.
5.1.1

Research questions

The specification of a set of questions to be answered is considered to be important to conduct a
systematic review. Therefore, we have created two different sets of question categories, viz., general
questions (GQ), and focused questions (FQ). In Table 2, we list the set of defined research questions per
category.
The set of general questions is concerned with the identification of general trends of surveillance
technologies. This type of questions will help to perform a landscaping with regard to current surveillance
technologies. GQ1 is considered with the type of surveillance technologies that are examined or proposed.
This will result in extracting adequate information about the different technologies used. GQ2 identifies
which surveillance technologies are used in a certain kind of surveillance area. This might be an important
factor since it may lead to identify which technologies are best suited for application in utility networks.
Lastly, GQ3 questions the challenges of enforcing the identified surveillance technologies. This will
eventually unveil the main issues that the majority of surveillance technologies encounter, and provide
thoughts for future consideration.
Focused questions address the classification of surveillance technologies in several dimensions, i.e.,
security, privacy, and usability. FQ1 focuses on technologies that are capable of improving the security in
various areas. FQ2 concentrates on the level of privacy infringement imposed by the application of any type
of surveillance technologies. Additionally, ways of protecting the privacy of people are also examined.
Finally, FQ3 explores the usability of the identified technologies under certain areas.
Table 2 - Research questions

Reference
General Questions
GQ1
GQ2
GQ3
Focused Questions
FQ1
FQ2
FQ3

Question
Are there any surveillance technologies examined or proposed?
What is the application area of the examined or proposed surveillance technologies?
Is there a reference to facing challenges?
Are surveillance technologies examined in the context of security?
Is there an examination of potential privacy implications?
Which and how technologies are used to improve the usability of surveillance control
technologies?
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5.1.2

Search strategy

Finding a complete set of primary studies consist of the next step. These studies should be related to the
research questions using an unbiased search strategy. Therefore, this process involves a search strategy,
including the construction of an appropriate set of keywords, and definition of search scope.
5.1.2.1 Construction of search keywords
In order to achieve an accurate search result, it is required to perform a search using an appropriate
combination of keywords, which are strongly related to the topic under research. To frame research
questions a set of criteria can be used. These criteria can lead to the refinement and optimisation of the
group of keywords, and thus, provide guides for the selection of primary studies. Some of these criteria
consist of population, intervention, comparison, outcome and context [11]. Specifically, we are mostly
interested in populations and intervention. This is since “populations” involve terms that are related to
standards and technologies, and “intervention” addresses specific issues in technologies. Conducting search
questions using individual surveillance controls, e.g., camera, sensors, etc., does not result in retrieving the
desired outcome. Therefore, in order to restrict the results, we defined context-based search keywords. We
consider as context the keyword “surveillance”. Again this has to further be refined by a population
keyword. Therefore, we set “technologies” as our population keyword. Hence, the final keyword set is:
surveillance AND technologies, with AND being a Boolean operator.
5.1.2.2 Source of information
The literature review was performed based on manuscripts that were obtained from several on-line
electronic databases, and by performing search queries using our defined keyword set. To cover the
majority of existing information, information retrieval was conducted using eight different on-line
databases. Table 3, lists the set of selected electronic libraries. The selected databases are known to cover
the most relevant journals, conference and workshop publications within the area of computing and
engineering. The study was conducted in January 2015, and the initial search resulted with 862 potentially
relevant papers to surveillance technologies.
Table 3 - Selected electronic databases

Electronic databases
ACM Digital Library
CiteSeerX
IEEE Xplore Digital Library
ScienceDirect Library
SpringerLink
Scopus
Google Scholar
CORDIS

Website
http://dl.acm.org/
http://citeseerx.ist.psu.edu/index
http://ieeexplore.ieee.org/Xplore/home.jsp
http://www.sciencedirect.com/
http://link.springer.com/
http://www.scopus.com/
https://scholar.google.co.uk/
http://cordis.europa.eu/projects/home_en.html

The initial set of documents was filtered in order to exclude irrelevant studies from our review, and thus, to
include the most representative studies for that. The process of identifying the primary studies included an
initial filtration of the gathered information by title. This included looking, once again, for representative
keywords, as stated before. The second step resulted in gathering 150 studies (i.e., reduced by 82.59%),
which were further collated, to exclude duplicates, and examined for their on-line availability. The latter
process resulted in identifying 116 documents (i.e., reduced by 22.56%). The next step included the filtering
of the studies based on the information included in their abstract. Documents not referring to surveillance
systems (e.g., surveillance of medical deceases) were excluded, and thus, resulting in 60 individual studies
(i.e., reduced by 48.27%). The final step included the reading of the full paper, and exclusion of these that
did not provide adequate information with regard to the defined research questions. This last step led to
the identification of 20 documents (i.e., reduced by 66.67%) that represented the main source of
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information for the overview study of surveillance technologies. Figure 2 depicts the aforementioned
process of selecting the primary studies to conduct our review by providing in a visual way the individual
steps followed, and the number of filtered documents per se.

Figure 2 - The process of primary studies selection

In Table 4, we list the studies that have been identified via the aforementioned data gathering process.
Specifically, we assign an identification code (ID) to each study document in column one (S1 – S20); we
refer to the people that performed the primary study in column two; and lastly, we provide the title of the
study document in column three.
Table 4 - List of primary studies

ID
S1 [3]

Primary study
Gulijk et al. [2012]

S2 [2]
S3 [6]
S4 [5]
S5 [12]
S6 [13]

Bellanova et al. [2011]
Guelke et al. [2012]
Schlehahn et al. [2012]
Ravn et al. [2007]
Nguyen et al. [2009]

S7 [14]
S8 [15]

Karsten Weber [2006]
Joseph Bullington [2005]

S9 [16]

Strauß and Čas [2013]

S10 [17]

Thalmann et al. [2006]

Title
Survey of surveillance technologies, including their specific
identification for further work
Smart Surveillance – State of the Art
Matrix of Surveillance Technologies
Report on surveillance technology and privacy enhancing design
Surveillance, Persuasion, and Panopticon
Encountering SenseCam: Personal Recording Technologies in
Everyday Life
The Next Step: Privacy Invasions by Biometrics and ICT Implants
‘Affective’ computing and emotion recognition systems: The
future of biometric surveillance?
Major security challenges, responses and their impact on privacy
– selected security-oriented surveillance technologies
Advanced Mixed Reality Technologies for Surveillance and Risk
Prevention Applications
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ID
S11 [7]
S12 [18]
S13 [19]
S14 [20]
S15 [21]
S16 [22]
S17 [23]
S18 [24]
S19 [25]
S20 [26]

Primary study
Hampapur et al. [2003]
Williams and Eyo [2012]

Title
Smart Surveillance: Applications, Technologies and Implications
Ubiquitous Computing: The Technology for Boundless
Surveillance
Mueller
and
Kuehn Einstein on the Breach: Surveillance Technology, Cybersecurity
[2013]
and Organizational Change
The Royal Academy of Dilemmas of Privacy and Surveillance Challenges of Technological
Engineering [2007]
Change
Sutor and Reda [2008]
Multi Sensor Technologies Augmenting Video Surveillance:
Security and Data Fusion Aspects
Andrew Senior [2009]
An Introduction to Automatic Video Surveillance
Meggitt et al. [1999]
Advanced Technologies for Undersea Surveillance of Modern
Threats
Park and Wang [2013]
Big Data and NSA Surveillance - Survey of Technology and Legal
Issues
Berglez and Kreissl [2013] Report on security enhancing options that are not based on
surveillance technologies
Gulzar et al. [2013]
Surveillance Privacy Protection

5.1.2.3 Quality assessment
Since the assessment of primary studies is critical, we adopted a set of quality criteria, as these are defined
in [27], to perform an assessment of the studies identified as primary ones. In particular, these criteria are
expressed with the following list of quality assessment (QA) questions:
QA1: Is there a clear statement about the aim of the research?
QA2: Is there an adequate description of the research context?
QA3: Is there a review about related work of problem?
QA4: Is the conclusion related to the aim and purpose of research defined?
QA5: Is there a clear statement of findings?
QA6: Does the study recommend further research?
Table 5 depicts the result of applying the quality assessment criteria to each primary study. Despite the fact
that not all of our defined criteria are fulfilled by all primary studies, we have decided not to eliminate them
since not being able to fulfil all the criteria by a study does not affect the extraction of required
information. Specifically, we use the ✓ symbol (i.e., “yes”) to indicate that a study fulfils a criterion, and left
as blank (i.e., “no”) to indicate non-fulfilment of a criterion by a study.
Table 5 - Quality assessment for primary studies

Primary study
S1
S2
S3
S4
S5
S6
S7
S8
S9
S10
S11

QA1
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓

QA2
✓
✓
✓
✓
✓
✓

QA3

QA4

✓

✓

✓
✓
✓
✓

✓

✓
✓

✓

✓
✓
✓
✓
✓
✓
✓
✓

QA5

✓
✓
✓
✓

QA6
✓

✓
✓

✓
✓
✓
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Primary study
S12
S13
S14
S15
S16
S17
S18
S19
S20

QA1
✓
✓
✓
✓
✓
✓
✓
✓
✓

QA2

QA3

✓
✓
✓
✓
✓
✓
✓

QA4
✓
✓
✓
✓
✓
✓

✓

QA5
✓
✓

QA6

✓
✓
✓
✓

5.1.2.4 Data extraction
With regard to data extraction, this was done on the basis of the collected study documents. Specifically, in
Table 6, we illustrate the source of information for each of the defined type of questions (i.e., generic and
focused).
Table 6 - Data extraction from primary studies

Primary study
S1
S2
S3
S4
S5
S6
S7
S8
S9
S10
S11
S12
S13
S14
S15
S16
S17
S18
S19
S20

5.2

GQ1
✓
✓
✓
✓

GQ2

GQ3

✓
✓
✓

✓

✓
✓

✓
✓
✓
✓

✓
✓
✓
✓
✓
✓
✓

✓

✓
✓
✓
✓

FQ1
✓
✓

FQ2

FQ3

✓
✓

✓

✓

✓
✓
✓

✓
✓
✓
✓

✓

✓
✓
✓
✓
✓
✓
✓
✓
✓

✓
✓

✓
✓
✓

✓
✓

✓
✓
✓

✓

Review of Surveillance Technologies

In this section, we further continue with the presentation of the results. The examinations of the identified
set of study documents (listed in Table 4), which refer to surveillance technologies (i.e., answers to
question GQ1), were used as a basis for the extracted information depicted in Table 7. Specifically, the
examination resulted in the identification of six (06) main areas with regard to surveillance. These are:
biometrics; dataveillance; visual surveillance; communication surveillance; location tracking, and ubiquitous
surveillance. Based on the examined areas and technologies, it can be noticed that a strict categorisation of
surveillance technologies into areas is not completely achievable. This mainly occurs since many
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technologies could be partially used in various areas in order for the implemented devices to provide the
desired level of functionality.
Table 7 - List of surveillance technologies

Areas of surveillance
Biometrics
[S1, S2, S4, S7, S20]

Technologies

List of techniques/devices

Physiological
Ear geometry recognition
Face recognition
Facial thermogram
Fingerprint recognition
Hand geometry
Iris scanning
Palm print recognition
Retina scanning
Vain checking
Behavioural
Gait recognition
Keystroke analysis
Mouse dynamics
Signature analysis
Voice verification
Multimodal
biometrics [28]*
Multi-algorithm systems*
Multi-instance systems*
Multi-sample systems*
Multi-sensor systems*
Multiple biometrics*
Dataveillance
[S1, S2, S4, S13]
Cyber surveillance
Honeypots [29]*
Honeyspam [30]*
Anti-malware [31]*
Intrusion Detection Systems (IDS)
Intrusion Protection Systems (IPS)
Deep packet inspection
Data analysis
Data integration
Data mining and profiling
Databases and data retention
Virtual machine introspection [32]*
Visual surveillance
[S1 - S3, S10 - S12, S16, S20]
Video
Smart CCTV
Imaging

scanner
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Areas of surveillance

Technologies
[33]*

List of techniques/devices
Infrared scanners*
Sonar imaging*
Thermal imaging*
X-ray imaging*
Radiation imaging*
Millimetre wave imaging*

Photography
Cameras
Mobile phones
Mobile video
Satellites
UAVs
Helicopters
Balloons
Drones
Communication surveillance
[S1 – S3]
Cyber surveillance
Call logging
Mobile phones
Monitor text-based communication
Voice over IP (VoIP)
Physical
Telephone lines
Wiretapping
Location tracking
[S1 – S3, S12]
Proximity sensing
Scene analysis
Triangulation
Ubiquitous surveillance
[S6, S12]
Pervasiveness
ICT implants
Smartphones
Wearable digital media

Surveillance technologies marked with a “*” in Table 7 were added after performing the analysis of S1 –
S20. This information was not included in the original list of analysed documents, however, these additional
technologies were known by the authors of this review (based on prior experience) [28-33]. This post
process was performed for reasons of completeness, and resulted into amending and providing a more
comprehensive list of surveillance technologies.
Furthermore, in addition to the list of identified surveillance technologies, we list in Table 8 a series of
sensors and transducers that could operate in more that one of the technologies identified in Table 7. The
reason for separating the set of sensors/transducers from the list of surveillance technologies is that the
former can be used by various surveillance technologies, and are not restricted by a specific type of
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surveillance area. The sole application of any sensor/transducer does not result in having a surveillance
technology on each own.
Table 8 - List of additional identified types of sensors

Sensors / Transducers [S1 – S3, S15, S17, S20]
Audio and acoustic sensors
Binary sensors
Explosives detector
RFID
Gas chromatography mass spectrometry detector
Heat sensors
Infra red sensors
Metal detectors
Microwave sensors
Radar sensors
Under sea detectors
X-rays detectors
Following, we briefly elaborate on information with regard to the identified areas of surveillance;
nevertheless, more information concerning each of the technologies can be retrieved from the individual
documents.
5.2.1

Biometrics

Technologies: A definition of biometric technologies could be that which refer to the existence of
automated methods in order to identify or recognise the identity of a living person, based on his/her
physiological and/or behavioural characteristics [34-36]. As listed in Table 7, biometric technologies that
take into advantage the physiological characteristics of a person are these of face recognition; facial
thermogram; recognition of fingerprints; the geometry of hands; iris or retina scanning; and that of vain
checking. In addition, behavioural oriented biometric technologies include these that are able to recognise
a person’s manner of walking (i.e., gait recognition); analyse the way people are typing using a keyboard
(i.e., keystroke analysis); how they operate a pointing device (e.g., in the case of a mouse this could refer to
mouse dynamics); to signature analysis; or even to perform waveform analysis of peoples’ voice to verify
their identity. Lastly, another category of biometrics consist that of multimodal biometric systems, which
refer to systems that include multiple sources in order to establish the identity of an individual [37].
Application areas: The main objective of biometric technologies is to identify, verify, or authorise an
individual. That objective is mainly accomplished through the application of pattern-matching algorithms
on a set of gathered data (usually kept in database systems). Therefore, some of the areas that biometric
technologies are mostly applicable in, consist of systems applicable to immigration and border control (e.g.,
use of biometric “chipped” passports [38]); to criminal justice systems and profiling systems (e.g., the
Combined DNA Index System (CODIS) [39] used by the FBI and U.S. Department of Justice); national identity
systems, etc. [2]. Despite the wide spectrum of applications of biometric technologies, their capabilities are
mostly restricted, as referred previously, to identification or verification operations.
Challenges: Despite the high effectiveness of biometric technologies, there are facing challenges, which
have to be taken into account when using them. In most of the examined studies, security and privacy
concerns are pointed to be some of the facing challenges. In addition to the aforementioned, an interesting
challenge consist that of the reliability level of biometric technologies (e.g., reliability with regard to DNA
comparison), or even vulnerabilities that might exist in a system operating with biometric technologies [40].
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5.2.2

Dataveillance

Technologies: Dataveillance is defined in [1] as the “systematic use of personal data systems in the
investigation or monitoring of the actions or communications of one or more persons”. As stated in [2], the
term dataveillance usually appears in the literature as the trend of applying surveillance practices on
personal data, and regulates or governs peoples’ behaviour [41]. Such surveillance practices may include
electronic processing of data, which eventually will result in providing the adequate level of security.
Ordinal technologies used in dataveillance systems include these of intrusion detection, prevention and
deep-packet inspection systems [42] for cyber surveillance. There are also cases where honeypot,
honeyspam and anti-malware systems are set in place, having usually a defensive character. Additionally,
data analysis make use of several technologies, namely, data integration (e.g., data warehouses and data
marts [43]), virtual machine introspection [32], and database and data retention systems. The latter refer
to the definition of a set of policies with regard to persistence and management of data towards meeting
specific legal and business data archival requirements [44].
Application areas: Some application areas for dataveillance technologies consist of being used by security
agencies and bodies to perform pattern recognitions and predictions [2]. A notable application for
dataveillance is that of targeted advertisements [2]. The latter is a practise that was mostly used by major
IT companies in order to provide to its users advertisements based on recent or previous searches; visited
Websites; previous interactions with a set of services, etc. [45]. Such approaches usually depend on the use
of data-mining techniques. Other technologies used in data processing techniques include these of pattern
recognition and prediction. Dataveillance technologies could be also be used by employers to monitor their
employees (e.g., monitoring of calls, e-mails, or even computer keystrokes); used in targeted environments
or even mass surveillance (e.g., profiling via data mining); apply deep packet analysis in order to detect,
block and protect against security threats, enforce parental control, or even to prevent exfiltration of
private or classified information.
Challenges: The facing challenges when it comes to dataveillance vary, including technological [46] and
legislation [47] challenges (e.g., privacy issues). More specific examples with regard to technological
challenges, and mostly related to cyber surveillance and deep packet inspection, include the capturing and
processing of packets in multi-gigabit links without any packet loss; the existence of large number of
application signatures and their complexity; the unpredictability of a signature’s location in a network flow,
and packet payload, which eventually could lead to in achieving a high performance Deep Packet Inspection
(DPI) service [48].
5.2.3

Visual surveillance

Technologies: Visual surveillance technologies include a wide variety of technologies. The main technology
categories identified in the examined literature include these of video; imaging scanners; photography;
satellites and Unmanned Aerial Vehicles (UAVs). The main objective of visual surveillance is to supervise,
closely observe, and invigilate individuals that are trusted to work or go about unwatched [49].
Application areas: Visual surveillance systems are closely coupled “with the concept of territorial privacy;
that is, the fact that our assumption of privacy varies with place” [50]. More specifically, such technologies
are used in cases where participating people or vehicles request for: access control in special areas; personspecific identification in certain scenes; crowd flux statistics and congestion analysis; anomaly detection
and alarming; interactive surveillance using multiple cameras [4]. Therefore, application areas for video
surveillance could be considered to be the protection of private properties/workplaces (e.g., employee
monitoring); border or perimeter control; public spaces (e.g., banks, schools, transport systems, etc.);
monitoring for criminal and anti-social behaviour etc. Similarly, photography technologies are applicable in
areas as the identification and monitoring in both public and private space (e.g., surveillance of suspects or
known criminals; passport holders and car drivers by the police; filming accidents etc.) [6]. In turn, UAVs
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(drones) are mostly used for military operations, policing, border or perimeter control, emergency response
and monitor for environmental hazards. Imaging scanners could be applicable by law enforcement
agencies, and lastly, satellites might be used for communications and earth observation.
Challenges: Visual surveillance deals with various challenges including these of privacy centric challenges
[5], technical issues (e.g., systems integration) [51], and/or related to algorithmic problems (e.g., 3-D
tracking, behavioural understanding) [4]. In addition to the aforementioned, challenging could be perceived
in some cases the operating environment of a device (e.g., level of light and ambient conditions), or even
the positioning of it [5].
5.2.4

Communication surveillance

Technologies: Communication surveillance could be defined as the “monitoring, interception, collection,
preservation and retention of information that has been communicated, relayed or generated over
communication networks to a group of recipients by a third party” [52].
Application areas: This type of technologies could be considered having a level of ambiguity. This mostly
refers to the reason for using this technology, e.g., use of communication surveillance as a mean towards
the protection of nations against terrorism. On the contrary, since this technology is highly related with the
notion of electronic eavesdropping it could be perceived as a tool for conducting espionage [53].
Challenges: Representative challenges in communication surveillance consist of how to overcome the
issues of violating human rights to privacy and freedom of expression. It is worthy to note that despite the
fact that all surveillance technologies infringe individuals’ privacy, in the case of communications
surveillance the breadth and depth if privacy infringe is unforeseen [53, 54].
5.2.5

Location tracking surveillance

Technologies: The main set of technologies used to perform tracking of locations could be summarised into
three main categories, viz., proximity sensing, scene analysis, and triangulation [2, 55]. Proximity sensing
refer to the ability of a sensor to identify if it is near to an object, and/or be able to measure that distance
(depending on the complexity of the sensor) [56]. Scene analysis refer to systems that are able to infer an
entity’s/object’s position from a neighbouring relation (e.g., via the use image recognition algorithms) [2].
Lastly, triangulation is a method for the determination of an entity’s/object’s location or distance to a point
by measuring two fixed angles [57].
Application areas: Location tracking surveillance has a broad range of application areas as their use in
global positioning systems (GPS) for the determination of an entity/object; determination of the spatial
dimensions and geometry of objects [57]. Such technologies appear to be useful in military operations,
espionage or policing.
Challenges: The main objective of location tracking surveillance technologies could also consist one of its
biggest concerns as well. The potential to leak some information with regard to a person’s location, if this is
not desirable, may lead eventually to his/her privacy infringement. Along with privacy issues, other type of
challenges fall under technical ones, as described in [50].
5.2.6

Ubiquitous surveillance

Technologies: Ubiquitous surveillance is related to the unilateral gathering of data on people in their living
environment, through the use of various embedded sensors [58]. Some generic categories of technologies
are these of ICT implants, the use of smartphones, and that of wearable digital media (e.g., cameras,
microphones, etc.).
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Application areas: The application areas of ubiquitous surveillance and computing devices could be
perceived as numerous since they are applicable almost everywhere, i.e., applicable to any type of objects
(e.g., clothing), on people, and even in places [59]. Interesting application areas of ubiquitous surveillance
could be considered that of data recording (e.g., used to augment human memory through passive
recording of images); localisation/tracking of people (in collaboration with location tracking technologies);
identification of people (in collaboration with biometric technologies), or ever for the provision of personal
protection services in combination with other technologies.
Challenges: One of the biggest implications with regard to ubiquitous surveillance and computing consists
that of privacy. This is mainly the result of the seamless integration and pervasiveness of ubiquitous
technologies in almost all type of environments [60], and due to the fact that they may potentially lead or
are prone to information leak [61].

5.3

Comparative Evaluation of Surveillance Technologies

In this section, we provide a comparative evaluation of the examined areas of surveillance technologies on
the basis of six metrics, viz., security, privacy, usability, effectiveness, cost and cost effectiveness.
Specifically, with security, privacy, usability, and effectiveness we refer to the perceived level of security,
privacy, usability and effectiveness each of the examined areas are able to provide on average. Cost refers
to the average perceived cost of surveillance technologies. Lastly, cost effectiveness provides joint
information for the effectiveness and cost of examined surveillance areas. The identified set of metrics is
examined using a qualitative scale (see Appendix A). More analytically, we examine the aforementioned
metrics in the following context:
Security – Provides an average perception of the efficiency of a surveillance technology to deliver an
increased (optimal) level of security.
Privacy – Provides an average perception of the level of privacy infringement imposed by the examined
surveillance technology, and the examination of the concept of privacy-by-design (as examined in S3).
Nevertheless, the evaluation of both properties is not a straightforward process, and is based on the
experience and the perception of the evaluator, e.g., researchers and operators.
Usability – Provides an average perception of the level of simplicity, ease of use, and learnability of the
examined surveillance technology.
Effectiveness – Provides an average perception of the level of completeness and accuracy with which the
technology achieves specific goals.
Cost – Provides an average perception of various financial costs of a surveillance technology. This might
include the cost of purchasing a device, operating costs, personnel cost, etc. Calculating cost is considered
to be a challenging process and can be estimated on an hourly basis (e.g., average costs of various location
tracking methods [62]). Nevertheless, such an analysis is out of the scope of this review. Thus, we express
cost on the basis of a qualitative scale (see Appendix I).
Cost effectiveness – Represent the relative cost and effectiveness of surveillance technologies. More
information with regard to computing cost effectiveness is provided in Appendix I.
Following, we provide an analysis of surveillance areas. The data used for the analysis were based on the
perception of experts, i.e., people operating in four different organisations provided their perception on
each of the technologies present in their infrastructure. Our approach utilises a basic qualitative research
analysis for conducting it. Such an approach suits for research problems characterised by the following: the
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sample size of data can be relatively small, and the interpretation of data can be based on data that reflect
experts’ perspective. To collect data, people in utility networks completed a table of surveillance
technologies. Specifically, they were asked to provide their opinion on the level of security, privacy, etc.,
provided by each of the surveillance technologies present in their infrastructure.
The evaluation of surveillance areas is provided in Table 8. Further information with regard to the formulae
used for the computation of each metric is provided in Appendix A. In addition, we provide in Appendix B
consolidated information based on experts’ opinion. In general, the applied method assigns a value to each
of the examined surveillance technologies in the range of [0, 1]. Subsequently, this value helps in providing
comparative information about surveillance areas per metric.

Surveillance Areas
Biometrics

Table 9 - Calculated values based on experts perception
Security Privacy Usability
Effectiveness
Cost

Cost Effectiveness

0.7000

0.5000

0.6000

0.6000

0.3000

0.4200

0.4494

0.3975

0.3975

0.4148

0.4148

0.2427

Visual surveillance

0.5833

0.5556

0.5278

0.3889

0.2778

0.2809

Communication
surveillance
Location tracking

0.4653

0.4408

0.5143

0.3429

0.3673

0.2169

0.7000

0.7500

0.6000

0.4000

0.4500

0.2200

0.1800

0.2400

0.2200

0.2000

0.1200

0.1760

Dataveillance

Ubiquitous
surveillance

When examining security, the analysis of data indicates three classes of security, i.e., technologies that are
able to offer a high level of security as biometrics and location tracking technologies; technologies that
offer a medium level of security as visual surveillance, communication surveillance and dataveillance
technologies; and technologies that offer a lower level of security when compared to the rest of
technologies as ubiquitous surveillance.
A similar pattern to security appears to be followed also by privacy infringement. Specifically, based on the
perception of experts, location tracking is identified as the area that imposes the highest level of privacy
infringement. The lowest one is imposed by ubiquitous technologies, while the rest of the examined areas
are evaluated to introduce approximately the same level of privacy infringement.
The provided level of usability appears to be equally high for biometric and location tracking technologies.
Visual and communication surveillance seems to follow in the second and third position, respectively, and
dataveillance performs slightly better than ubiquitous technologies, which is evaluated to provide the
lowest usability level when compared with the rest of technologies.
Concerning effectiveness, it is clear that biometrics are evaluated to be the most effective, while ubiquitous
the least effective technologies. The majority of the rest of the examined surveillance areas provide almost
an equal level of effectiveness. With regard to the cost estimation of technologies, it is indicated that
location tracking and dataveillance are the most expensive, while ubiquitous appears to be the least
expensive surveillance area. The combined examination of cost and effectiveness of surveillance areas (see
Appendix A) provides us with the potential to examine the cost effectiveness of surveillance areas.
Specifically, it is outlined that biometrics appear to be the most cost effective technologies. Moreover,
ubiquitous technologies are perceived as the least cost effective ones, while the remaining examined
surveillance areas are shown to be equally cost effective.
It is interesting also to examine potential correlations between the examined metrics since it may provide
us with further indications and may help to improve surveillance technologies in the future. Specifically, we
calculated the correlation coefficient between metrics to determine potential relationships amongst them.
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Based on the information provided in Table 10, we have identified the following correlations: security has
the highest correlation with usability; privacy infringement has the highest correlation with security;
effectiveness has the highest correlation with security; and cost has the highest correlation with privacy
infringement. Correlation analysis indicated also that most of the metrics are highly correlated with the
level of security provided by a surveillance technology, while effectiveness appeared to have some of the
weakest relationships with the rest of the examined metrics. Specifically, effectiveness’ correlation appears
to be weak when contrasted with privacy and cost. During correlation analysis we did not examine cost
effectiveness since the latter is computed on the basis of the provided level of effectiveness and cost of
individual surveillance technologies.

Correlation
Security

Table 10 – Correlation between metrics
Privacy Usability
Effectiveness

0.8784

Privacy

0.9674

0.8309

0.6534

0.8551

0.4757

0.6918

0.7660

0.6587

Usability
Effectiveness

5.4

Cost

0.4613

Surveillance Architectures in Utility Networks

In this section, we further elaborate on surveillance architectures used in utility networks. This information
is extracted through a discussion with an individual having prior expertise on basic underlying
infrastructures and surveillance technologies in utility networks. Thus, we considered this to be expert
knowledge and applicable for the majority of utility networks.
Based on the Purdue model in [63], we identify two main different areas in utility networks that
surveillance technologies can be applied in. Specifically, these are the enterprise zone (top layers of the
Purdue model) and manufacturing zone (bottom layers of the Purdue model). Concerning the enterprise
zone, we assume the existence of surveillance technologies/architectures that are applicable and similar to
the majority of technologies/architectures used in enterprise environments. What appears to be of interest
consist of the manufacturing zone, which differs in several ways with the top layers of the infrastructure.
Following in this section, we will further elaborate on two main surveillance architectures applicable in
utility networks. In this report, we correlate the size of field sites with the number of people being served
by the utility provider. Nevertheless, we identify also that the type of surveillance technologies and
architectures are highly dependent on the criticality of the processes taking place on a field site. Therefore,
we further assume that simple surveillance architectures are best suited for field sites performing low
critical processes, and more advanced architectures for field sites performing high critical processes.
5.4.1

Simple surveillance architectures

In this section, we provide a generic surveillance approach that may be applicable in small and low critical
field sites. In such cases, a generic architecture of the surveillance system could be that depicted in Figure
3. In this architecture, we have three main points of action. The first consist of field sites that are under
protection; secondly, we have the main offices of the utility network where a supervisory system is located
in; and lastly, a third party company, which is in position to provide assistance in cases of an alarm.
Following, we provide comprehensive information with regard to the operations that can occur in this
surveillance architecture.
One of the most basic components in field sites consist that of sensors. Depending on the set of equipment
installed on the field site and the level of awareness that a utility provider requires to have various types of
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sensors can be installed. In such simple setups, sensors are mostly in position to provide bitwise
information. Bitwise information is required in order to identify changes in the status of an object. An
example would be the installation of binary sensors on fence gates, cabinet doors, etc., in order to check if
these are open or closed. In case someone enters the field site via a fence gate this would result in
triggering the attached sensors. Other case would include the installation of motion detection sensors to
detect intruders on the field or the removal and/or alteration of field site’s devices. In a similar way, motion
detection sensors trigger analogous alarms. In all cases, this information is conveyed to a local security box
or in the absence of it, directly to a Remote Terminal Unit (RTU) located onsite. RTUs, referred to also as
Remote Telemetry Units [64], are devices that are able to communicate with field site devices and the
supervisory system (Master Terminal Unit) located within the Demilitarised Zone (DMZ) through a variety
of communication mediums (Radio, DSL, Satellite, etc.) [65]. The data received from local field site devices
is interpreted by the RTU and then conveyed to the supervisory system, where human operators are in
position to review the various events. Nevertheless, due to RTUs physical restrictions, i.e., small number of
input/output slots, it is required in many cases to have set in place a local security box. The latter is
considered to be a device that is able to aggregate all the information provided by various sensors of a field
site. Thus, it is able to keep track of all connected sensors, and therefore, to provide information about
their status. In case of a breach, the security box is getting informed by the individual sensor and
subsequently sends a signal to the RTU. The latter forwards a signal to the supervisory system in order for
the human operators to get informed that something requires their attention.
After receiving the signal from the RTU, human operators are in position to open a remote session with the
security box (e.g., instantiate a connection using the IP protocol). The operators, when connecting with the
security box, are able to get specific information about the status of all connected sensors, and thus, to
further investigate the problem. An additional telephone connection between the main offices and the
security box onsite provides the functionality to perform calls on the security box, which are usually
equipped with microphones, and therefore, for the operators to receive audio and get further information
about the status of the remote point for increased situational awareness (e.g., hearing of ambient noise).
After sorting out the potential problem (e.g., people send on field site to check the situation) sensors are
restored to their initial state. It is worthy to mention that in many cases an external 3rd party company that
provides monitoring/surveillance services might be set in place. In the presence of this additional actor, the
field site (i.e., the security box) is in parallel passively monitored by the 3rd party. Specifically, in the case of
an alarm, operators of the utility provider should acknowledge within the system that they are aware of it.
Since 3rd party providers monitor the infrastructure in parallel, they can identify if the utility provider has
acknowledged the alarm. In the absence of an acknowledgement, 3rd party providers can act on behalf of
the utility operators and subsequently inform them about the incident.
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Figure 3 – Simple surveillance architecture for utility networks

5.4.2

Advanced surveillance architectures

Although the architecture presented in the previous section consist of a simple and inexpensive solution for
small-scale field sites, it fails to scale up and be in position to cope with field sites where highly critical
processes are in place. In order to support large field sites, having a great number and various types of
sensors or support of highly critical processes, requires a more advanced set of software/hardware to
achieve that adequately. Usually, 3rd party companies1 provide such solutions by providing integrated
solutions for controlling and monitoring the underlying critical infrastructure.
In general, these advanced settings are capable of integrating information from a wide-range of sensors,
including cameras, points of access control, field site’s perimeter, etc. All information stemming from the
individual sensors in a field site is collected on a local data server (see Figure 4). Following, local client
systems are able to access this information and get a wide range of indications. These systems provide a
user-friendly graphical user interface to facilitate the process of getting notified for the alarms and
effectively identify the root cause of it.
In the presence of an incident, the local data server logs an alarm triggered by one or more of the sensors.
This information is subsequently conveyed to the local client system. The latter provides visual warnings to
human operators (e.g., building identification via blinking) to highlight the alarm via a sophisticated
graphical user interface. This consist of level one map in a series of three. In turn, operators are able to
further zoom in the area/building by accepting to investigate the triggered alarm. The last phase includes
further zooming in the building and getting fine-grained information about the place of the incident (e.g.,
1

http://www.cortech.co.uk/
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floor and/or room). Operations and functionality provided at this level of interaction with the graphical user
interface include access to remote devices as cameras for a live view of the area, etc.

3

Field Site
Sensor

Sensor

1st map level (building identification)

2nd map level (building location)

1
Local Client
Live video (floor and/or room location)

2
Sensor
Local Data Server

4
High level map (e.g., country level)

5

Central Office
Data Centre

Figure 4 – Advanced surveillance architecture for utility networks

This is a process that can be replicated in all individual field sites of a utility provider. Hence, in case of large
service providers, this information can be further scaled up via having a central office where an overall
status view of all connected field sites is provided (e.g., country level map). Thus, in this case, alarms are
conveyed from various local data servers to the main by attaching also the functionality to zoom in on the
individual alarms remotely.

5.5

Discussion

5.5.1

Summary of the mapping study

Through the performance of a systematic study, we managed to identify a list of 20 primary studies that
approached the topic of surveillance technologies in various ways.
A first step towards our analysis was to successfully identify the major surveillance technologies and
manage to categorise them. The categorisation we performed was based on the collection of information
from several individual related works, and thus, resulted in the definition of six main surveillance areas. The
definition of the main surveillance areas served as the basis of identifying some of the emerging
technologies in them. It is worth mentioning that the list of surveillance technologies in each category could
be more extensive, and an attempt to narrow them down to a set of basic and emerging ones appeared to
work better for their analysis.
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It is interesting the fact that the metrics defined for performing the analysis of surveillance areas in this
review were not extensively covered by previous research work (see Related Work section). Specifically, the
examination of primary studies indicated that security is a term that is not clearly defined in the area of
surveillance technology. In this review, we provide a terminology for security based on the perception of
the authors, as a requirement to complete the analysis of it. On the contrary, privacy is notably the most
important issue in the surveillance landscape. Privacy was examined in several of the primary studies and
under various contexts, and was also identified as one of the most important challenges in surveillance.
Regarding the definition of metrics for the evaluation of surveillance areas, despite the fact that some of
the research works examined the evaluation of some of our examined metrics, none of them provided a
comparative view of these in the context of surveillance areas. This is considered to provide helper
information and indications about the level of security, privacy, usability and cost effectiveness when
examined for application in a specific area, i.e., utility networks as part of a critical infrastructure. Although
the evaluation of these types of metrics is cumbersome, their evaluation on the basis of a qualitative scale
and the introduction of the “confidence” metric during the collection of data helped in accomplishing this
task in an efficient way.
Lastly, via the exploration of applicable surveillance architectures in utility networks, we notice that privacy
infringement, especially in integrated solutions, does not appear to be of primary concern. Obviously, this
can be better realised by looking at contradictions between the SRA (Safety, Reliability and Availability)
model on which industrial control networks are based and the CIA (Confidentiality, Integrity and
Availability) model that underpins computer systems [66]. Apparently, it can be said that the need for
having a higher level of safety in critical infrastructures, inevitable has a negative impact to the level of
privacy offered by advanced integrated solutions for surveillance.
5.5.2

Related work

Through the process of filtering information and distinguishing a list of primary studies with regard to
surveillance technologies, we identified the following related research works.
In [3] a survey of surveillance technologies, including their specific identification for further work is
presented as part of the SURVEILLE project. Based on authors, in that document an initial survey of
surveillance technologies was performed, however, it was also pinpointed the difficulty of describing the
various surveillance technologies as a homogeneous group of technologies, and thus, identified the
difficulty of providing a strict taxonomy for the categorisation of these technologies. The survey included an
extensive list of 45 technology sheets with information about them. However because of the high
heterogeneity of these technologies, these were mostly focused on the identification of new surveillance
technologies.
Another deliverable of the SURVEILLE project in [6] provided a survey of surveillance technologies on the
basis of a matrix table to reflect a set of various metrics including the usability, effectiveness, cost, privacy,
and the intrusiveness of surveillance technologies into fundamental legal rights. In SURVEILLE’s deliverable
the number of examined surveillance technologies was narrowed down to 14, which are mostly used in
crime investigation.
In [2] an extensive presentation of smart surveillance was made, as part of the SAPIENT project. This
presentation included a set of emerging smart surveillance technologies; an analysis of the fundamental
rights of smart surveillance, and citizens’ perception on surveillance and privacy. Nevertheless, this
research work appears to be focused mostly on smart surveillance technologies and not on a wide-range
review of existing surveillance technologies.
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As part of the SurPRISE project in [5], a review of state-of-the-art emerging surveillance-oriented security
technologies was performed. The identified categories of surveillance technologies were examined in the
context of privacy, i.e., the degree of negative impact of them on the privacy and civil rights of European
citizens.
As part of the PARIS project in [33], different surveillance technologies have been examined that can have
an impact on the privacy of the user. The aim of the project is to develop a framework for balancing
surveillance and privacy. The project in concerned with the provision of a classification for the various
surveillance systems based on their technology, and thus, resulting in placing them in the following
categories: visual surveillance, biometrics, dataveillance, communications surveillance, sensors, and
location technologies. During their work, a special emphasis on video surveillance and biometrics has been
done since the approached framework is going to be validated for these technologies.
To the best of our knowledge, the aforementioned list of survey/review works consist of the most relevant
ones with regard to our performed review. Yet, none of this representative literature appears to follow a
systematic mapping of surveillance technologies, which eventually would lead in examining a broader set of
surveillance technologies. Additionally, apart from the research work conducted in [6] (although restricted
on a subset of technologies related to crime investigation), none of the rest referred to the evaluation of
security, privacy infringement, usability, effectiveness, cost, and cost effectiveness, nor they included the
perception of experts in their conducted surveys.
5.5.3

Limitations of this review

Having applied a similar approach for our mapping study as the one in [27], may impose some potential
limitations, as already presented in that study. These limitations may refer to (a) being biased with regard
to the selected studies, (b) inaccuracy in data extraction, (c) the applied methodology for conducting our
review study, and (d) the evaluation of surveillance technologies.
In order to avoid being biased to any set of studies, we have based our search strategy on a set of research
questions. More specifically, the process included the definition of some keywords that are used in the
process of performing queries, and by covering eight different electronic databases. Nevertheless, it might
be possible by using subjective keywords for our search to have omitted some of the related studies.
As described in Section 4, in order to select to list of studies to conduct the review of surveillance
technologies, we have extracted information based on the generic and focused question in Table 2.
Nevertheless, in some cases the extraction of data was not sufficient because of insufficient information
provided by the examined paper. It is noteworthy, that the set of examined studies does not follow any
particular method for the identification of existing surveillance technologies, and therefore, the level of
completeness for most of them in not certain. Nevertheless, in our overview of surveillance technologies
we embrace the majority of identified technologies, and try to present them in a more compact fashion.
With regard to the third limitation, we enhanced our applied methodology [11, 27] by incorporating
information provided by individuals that operate in utility networks. This additional type of information,
could be considered as “expert knowledge”, although was restricted to specific type of technologies.
Nevertheless, that additional source of information can be considered adequate to check for completeness
the surveillance technologies applicable to specific areas.
Lastly, although the evaluation of surveillance technologies and provision of categorisations was based on
the authors’ and experts’ perception, this information is presented given a specific level of confidence in
order to avoid any ambiguity (see Appendix I for incorporation of confidence level).
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6 PART 2: THREATS INVOLVING SURVEILLANCE
6.1

Cyber and Physical Threats Detectable by Surveillance Technologies

During the past few decades, surveillance developed along with the rapid and continuous advances in
science and technologies, which currently represent an essential part of almost every aspect of our modern
life. Internet technologies, RFID tags, high-tech biometrics, and many other aspects of the digital world play
indeed an enabling role in the process of developing surveillance to go beyond its traditional practices, such
as keeping careful watch on physical entities using CCTV, to become pervasive systems that can monitor or
even control almost all activities and transactions in both physical and cyber world. Hence, surveillance is
becoming an everyday phenomenon in almost all sectors of society. However, alongside the numerous
benefits of the evolution towards digital and connected world, we cannot ignore the associated expansion
of threat and risks spectrum that we have to overcome to be able to achieve the envisioned advantages of
this development. This, in turn, leads to the irrefutable fact that security has to be considered as a high
priority. Otherwise, risks and threats could far outweigh the advantages of any technological progress.
Fortunately, surveillance systems and technologies are main applications for security. The ubiquitous
nature of surveillance and the integration of different kinds of sensors make surveillance systems essential
sources of potential useful data and information. Additionally, the emergence of advanced data mining
and data analysis algorithms are significant enablers for implementing and developing more reliable and
efficient security solutions, which are capable of coping with the continuously evolving threats by
correlating events captured at different locations and/or by different sensing technologies.
In order to give a general view of the vital importance of surveillance technologies in the context of security
area and to understand the driving role of surveillance in increasing situational awareness, we provide in
Table 11 an analysis on how certain surveillance technologies can help to detect and mitigate varied
threats. During this analysis we have considered several threats, which have been already identified in WP1
and reported in previous deliverable D1.1 [67]. In the light of the fact that surveillance systems are
extensively used to observe human activities as well as physical processes, we have additionally identified
and analysed further human and physical threats, as well as further cyber threats.
Table 11 - Detection and mitigation of threat via surveillance technologies

Threat
Detectability
First threat group includes ENISA [68] emerging threats and their trends in the area of cyber
physical systems. Internet of Things, Smart Grid and SCADA are initial cyber-physical systems
that have received attention from cyber-security community
Malicious
code: Anti-virus software can be used to combat malware. However, the
Worms/Trojans/Potentia vast amount of malware variants together with the advancement
lly Unwanted Programs regarding malware decreases the efficiency of signature-based
(PUPs)
antivirus tools. This advancement includes, but not limited to, the use
of encrypted communication with command & control servers, fileless malware, use of the anonymity network TOR and
obfuscation/evasion techniques. According to ENISA, over 50% of
malware stays undetected by antivirus tools.
IDS, IPS, DPI and data mining techniques can provide better
detection and prevention since these systems have the ability to
detect and track anomalies by collecting, comparing and correlating
events from different sources. For example, IDS can be deployed so
that it can monitor and track the bi-directional communications
between internal and external entities, producing a model either for
normal flows or for unwanted data exchanges. In this way, the
system will be able to rely on the developed model to capture all the
events that can play a role during malware infection phase. As a
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Threat

Web-based attacks

Spam (as an instrument
to infect IT and affect
cyber-physical systems)

Phishing
(as
an
instrument to infect IT
and affect cyber-physical
systems)

Physical
damage/theft/loss

Detectability
result, only depending on signature matching is not enough to detect
the numerous malware variants, which almost share the same
behaviour that deviates from the pre-defined normal behaviour.
Anomaly detection methods can actually achieve better detection
accuracy with lower false alarm rates than signature-based
techniques.
Web browsers represent one of the main attack targets due to the
wide scale proliferation of web services. The adversaries can exploit
many available techniques for redirecting web browsers to malicious
URLs where further malware infections may take place.
In order to avoid malicious web sites, organizations can use IDS, IPS
and antivirus software. These approaches can be deployed to
monitor and detect unusual behaviours and events that can point an
attack out.
Spam has been understood for a long time as an email threat. In the
last few years, we have however experienced emerging new channels
for spreading spam, such as mobile applications, social media and
text messages (SMS).
Honeyspam [30], which is originally derived from Honeypots,
provide potential spammers with huge amount of special valid email
addresses on the one hand; and on the other, it provides fake proxy
to monitor, track, and log spammers’ activity and save bandwidth.
Data mining methods can also be used as an anti-spam method that
analyses for example the email server behaviour in order to extract
features, which can be used to distinguish legitimate user behaviour
from spam.
The main goal of this attack is to steal (valuable) data, passwords,
financial credentials and other sensitive information. For achieving
this goal, attackers can use various methods, such as spoofed emails,
malicious web sites and social engineering tactics (instant messaging
channels, phone calling).
IDS, IPS and Data mining as well as profiling tactics can be used as
anti-phishing techniques. First, these systems can identify customers’
profiles in order to detect behaviour anomalies. Second, they can
monitor, analyse and correlate events from several system sources to
identify anomalous activities.
Additionally, authentication techniques are also important antiphishing mechanisms, such as biometrics.
Physical damage, theft or loss that is caused by intentional or
unintentional activities leads to other further security incidents. Asset
theft or loss is an important reason leading to data breaches. Mobile
devices, such as smart phones, tablets and laptops, followed by
documents and portable storage devices, are most likely to be stolen
or lost, on the one hand, and on the other, they are increasingly used
for daily business activities.
In order to defend against this threat, various surveillance and access
control systems can be employed, such as using of visual surveillance
and deploying different kinds of sensors which can detect any
unauthorized access to the protected area and provide continuous
monitoring of the valuable and/or physically unprotected assets.
Visual surveillance techniques primarily are set in areas to detect
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Threat

Detectability
intrusions and perform motion detection. Moreover, cameras and
other similar sensors are the main resources for providing visual data
about new threats and suspect objects. In fact, this data is of vital
importance for a precise risk calculation as well as for deriving
optimal countermeasures.
Authentication techniques, such as biometrics-based authentication
systems, are also of vital importance to prevent unauthorized access.
Insider Threat
Threats originating from within the organization are most likely
associated with high impact and high cost for the entire organization.
These threats can be caused by different factors varying from
intentional misuse of access rights of insider adversary, or intentional
asset theft to unintentional user mistakes or damage.
The use of surveillance systems, such as cameras and other sensors,
can have a significant deterrent effect. Authentication techniques,
such as biometrics-based authentication systems, are also important
when it comes to prevent unauthorized access.
Cyber espionage
This mainly refers to Advanced Persistent Threat (APT), which is
usually initiated by state-sponsored and capable attackers exploiting
various kinds of vulnerabilities in systems or trusted third parties in
order to steal data as its main goal rather than causing damage.
There are several tools and tactics that can be used during the
different attack phases, for example phishing, Web Compromise,
Bootkits, remote access Trojans (RAT), etc.
Therefore, different kinds of Dataveillance techniques can be used to
detect such activities, e.g., Anti-virus, Anti-phishing and data mining
techniques, which aim to detect many malware variations, as well as
firewalls and traffic monitoring and analysing techniques that aim to
detect data exchange activities with command & control server.
Identity theft/fraud
This threat refers to the malicious process of collecting personal
information, such as access codes, financial information, used
authentication methods, etc. The main effect of this threat manifests
in undermining trust in protection systems of service providers.
Hence, consumers will mistrust in using digital services requesting
information exchange relating to identity. This information can be
used illegally by adversaries and criminals to perform illegal acts, and
hence, they can ruin the reputation of the real owner.
First and foremost in order to prevent this threat is to monitor and
keep tracking this information.
Dataveillance techniques play an essential role in monitoring various
kind of information, such as personal information, financial data and
many others. Thereafter, they can alert users and/or concerning
organisations to suspicious activities and events having potential risks
of identity theft.
Web
application These attacks exploit vulnerabilities of web servers and insecure
attacks/Injection attacks source code development to feed malicious inputs or unexpected
sequences of events with the objective to inject malicious code,
modify content or breach information.
In order to provide protection against such attacks, there is a need
for systems that can monitor and analyse data on the application
layer (OSI Layer-7), such as Web Application Firewall (WAF) and Web
Access Control (WAC) [69]. WAC has to be setup in front of the web
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Threat

Information leakage

Flooding attacks

Detectability
service to control who has access to which information. Whereas
WAF has the ability to analysis and understand application layer logic
in order to identify and block attacks against web applications.
This threat refers to the process of revelation of valuable information
to unauthorized party due to various weaknesses, which can be
technical and organizational. Afterwards, this information can be
exploited within other attacks. In fact, the complexity of architectures
in combination with a low level of awareness of the social media and
application vulnerabilities play a key role in increasing such kind of
attacks.
In order to provide protection against these attacks, there are several
surveillance techniques, which can be utilized to prevent information
leakage. For example, firewalls can be used to monitor and examine
traffic at different layers and then make a decision to allow or block
connections.
Antivirus and Anti-spyware can also help in this respect since they
can prevent infection by malicious components that most likely aim
at stealing information.
There are other information leakage vectors like using
removable/portable media, such as CDs, DVDs, and USB drives as well
as hard copies of valuable documents or digital photos through using
cameras or mobile devices. These attack means can be detected by
deploying an effective video surveillance system to monitor and keep
track of people and equipment as well as to detect abnormal, illegal,
and policy-violating activities.
Many smart grid communications are delay-sensitive and have very
strict timing requirements for delivering messages. An example is
represented by trip protection messages that have to be delivered to
the destination within 3ms according to standard IEC 61850 that
manages communications in sub stations. These time-critical
communications are vulnerable to flooding attacks, which attempt to
increase message delivery delay through congesting the network
channel and exhausting the computation resources of the
communicating nodes. However, there is a lack of understanding on
how much flooding attacks affect message delivery delays. Research
has been carried out to find out how flooding attacks affect message
delivery delays for time-critical communications in smart grid. These
researches are based on both wireless (lab environment) and wired
(real environment) networks in industry-standard electric power
facilities. Experimental results show that even low-rate flooding
attacks can significantly increase the message delivery delays,
especially when wireless networks are used.
Generally flood attacks can be counteracted by using “identity
verification protocol”, which verifies the bi-directionality of a link
with encrypted echo-back mechanism, before taking meaningful
action based on a message received over that link. This mechanism
becomes effective when an attacker has a highly sensitive receiver
and a powerful transmitter. If an attacker compromises a node
before the feedback message, it can block all its downstream nodes
by simply dropping feedback messages. Therefore, such an attacker
can easily create a wormhole to every node within range.
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Threat

Detectability
Flooding attacks can also be detected using special tools for
monitoring, analysing the number of connections in the state
SYN_RECV or even considering the frequency of SYN packets in a
certain period of time. Once flood packets have been detected some
measures to avoid the block system have to be taken. The following
list contains a few examples of these measures:
• Increase the tail connections, avoiding that it becomes full, and that
the service is no more available. Unfortunately this solution is not
'optimal' because it involves the use of additional resources to the
system.
• Use an IDS (Intrusion Detect System), which is capable of detecting
an attack SYN-FLOOD and then send RST packets (which close the
potential connection) attached to the system, in order to lighten the
tail connections.
• Decrease the time-out, this will eliminate unnecessary items from
the queue of connections (not recommended).
• Adopt software solutions:
Example Linux- or recompile the kernel enabling it voice SYN cookies.
This module allows the kernel to detect SYN attacks and to allow
legitimate users to continue their connection during the attack.
Example 4.0- or Windows NT Service Pack 2 and later allow the
system to ask for additional resources when the queue of
connections reaches a predetermined limit.

Backdoor attacks

A major and widespread threat to IT systems is represented by
backdoors attacks. A “backdoor” is a common label used to describe
a method attackers use to allow them to attach to a remote system
and send and receive data at will, often without being detected.
Backdoors provide unlimited, unauthorized and usually undetected
access to IT systems and in our case represent a major threat to
certain surveillance technologies.
The most common steps taken to protect IT systems from backdoors
are the following:
• Hardening systems and applications per a specific regulatory
or policy guideline.
• Maintaining a consistent and persistent state of existence—a
solid baseline.
• Employing threat detection tools that alert when something
alters or attempts to alter that persistent state.
• Implementing vulnerability assessment and management.
• Deploying a solid and proven patch management system.
• Assuring that anti-virus is in place and active on all endpoints.
• Management and integration of Log.
• Management and/or SIEM solution.

Furthermore, it is fundamental that security engineers and IT professionals have a baseline of the “known good state” of their systems. Of
course, this state needs to be maintained, updated and monitored.
Second threat group includes additional possible physical and human threats
Fire
Fire is the most common disaster that causes death and injury to
people as well as costly damage to buildings and systems. Fires can
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Threat

Theft,
Vandalism

Terrorism

Detectability
be caused by intended (human-caused, e.g. adversary sets a fire) or
accidental (environment-caused such as aftermath of natural
phenomena or human-caused such as consequence of human error)
events.
In fact, there are plenty of studies that have investigated various
surveillance technologies for fire monitoring and detection. Sensors
represent the general trend in this area. In this respect, there are
actually two directions either use simple detection techniques with
identifying an optimal set of collaborative sensors or use a simple set
of sensors with complex detection techniques. As a result, in addition
to detection algorithms, input from different sensors is of vital
importance to improve accuracy and reduce false alarm rate.
Temperature sensors, optical smoke detectors, ION sensors, CO
sensors, gas concentration sensors, and many others are examples of
the sensors that can collaboratively work for more accurate and
reliable fire detection and classification systems. In addition, visual
surveillance systems have been also proposed to monitor and detect
fires. More advanced detection systems are based on UAVs and
satellites.
Sabotage, These are examples of intentional acts carried out by adversaries in
order to cause damage or to pave the way for other troubles with
more devastating impacts such as chemical and biological hazards.
Agents of these threats can be insiders such as current employees as
well as outsider including former employees and strangers. In the
context of utility networks, these threats can include acts as, but not
limited to, breaking a water principle pipe, cutting power lines,
stealing valuable assets (e.g., software, equipment) and physical
tampering with devices (e.g., utility meters, computers, network
equipment, etc.).
Actually, having appropriate surveillance system in place is one of the
most effective security measures to detect and prevent such kind of
attacks. Biometrics (physiological, behavioural and multimodal) as
well as RFID tags are very common practices in the area of controlling
physical access into facilities and the internal trusted world of a
protected organization. In this way, individuals can be uniquely
identified, verified and authorized. In addition to the aforementioned
access control techniques, visual and acoustic surveillance
technologies such as CCTV cameras, image scanners and
microphones as well as satellites and UAVs are mainly used for
monitoring and detecting of anomaly as well as alarming. In turn, GPS
can also be used to keep tracking and localize of valuable and/or
stolen assets such as vehicles or smartphones.
Utility networks represent attractive targets for various terrorist acts
since they can immediately draw heavy media attention. Terrorist
incidents, whether or not they are conducted by well-equipped,
organized, or trained terrorist groups, have often destructive impacts.
The common terrorist acts can include bombings, armed attacks,
arsons, firebombing, and cyberterrorism, as well [70].
Several surveillance systems and technologies have been significantly
used and developed in the era following 11 September terrorist
attacks on the World Trade Center. Preventing terrorist attacks from
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System tampering

Flood

2

Detectability
happening is a very challenging task. Therefore, it is of vital
importance, especially for utility networks as critical infrastructures,
to apply and implement security measures that are able proactively
to address various terrorist threats. For this reason, nowadays
different forms of surveillance are increasingly emerging and become
common practices almost everywhere in our globe. Examples of the
surveillance technologies used in the anti-terrorism area: visual
surveillance, Biometrics-based access control, communication
surveillance, such as wiretapping, email interception and internet
monitoring, as well as ubiquitous surveillance that exploit various
embedded sensors, for example in smartphones, in order to collect
data on people in their living environment.
According to Knoxville Utilities Board (KUB) [71], tamper means “to
rearrange, injure, alter, interfere with, or otherwise prevent from
performing a normal or customary function”. Therefore, in the
context of utility services tampering can be used to prevent devices,
such as meters, from accurately performing its measuring function or
to provide connection to the services without permission or
authorization. Security systems and other protection mechanisms are
also prone to a potential risk of being tampered with.
Various monitoring and surveillance systems can be used to monitor
and detect for example unusual visual or acoustic activities.
Deploying a sensor network, e.g. consisting of cameras and acoustic
sensors, around the asset to be protected, can allow for detecting
any disruption, noise or other kinds of activities that indicate
tampering, intrusion and other similar events near the protected
area.
In recent years it has been observed that (limited to infrastructure
services: transport, energy, water, communications etc.) the direct
damage caused by natural unwanted phenomena were significantly
(it is estimated hundreds of times) greater than the damage due to
theft, to break-ins, cyber-attacks and other anthropogenic events.
It is therefore of paramount importance for smart grid and utility
network systems to take into account flooding events, especially
where these events are likely to occur quite often. In this context,
countries like France and Italy represents a very interesting example
since in certain regions of these countries this problem is very serious
and when planning new smart grids or new utility network systems,
the protection from inundation plays a fundamental role, sometimes
bigger than all other threats discussed in this working document.
The increasing severity of weather-related events was also
highlighted in the 2014 Smart Grid System Report of the American
Congress published in August 20142, bringing to a growing interest in
modernizing the electric grid to improve both reliability and
resilience.
According to this report, with 11 weather events each exceeding $1
billion in damages—including Hurricane Sandy at $65 billion—2012
was the second costliest year (as determined since 1980) for
disasters, which included storms, droughts, floods, and wildfires
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(NOAA 2013). Political support from New York and New Jersey
governors for infrastructure hardening and upgrades following
Superstorm Sandy in 2012 have since triggered regional utilities to
develop billion-dollar investment plans. For example, the Public
Service Electric and Gas Company (PSE&G) in New Jersey has
proposed the Energy Strong program, which would invest $3.9 billion
over 10 years to raise and harden vulnerable substations ($1.7
billion), add smart grid technologies that improve problem detection
and response ($454 million), and strengthen or bury distribution lines
($60 million), among other upgrades.
These data give us a measure of the importance of this kind of threat
to smart grids and in general to utility networks and it is therefore of
paramount importance to take into consideration also this threat as a
one that can have enormous impacts on these plants.

Operators mishandling

One of the most frequent vulnerabilities in utility network systems
and in smart grids is the failure of operators, which is something
different from the insider threat dealt with before. False maintenance
or partial theft of fuel from emergency devices, vandalism, theft of
materials and equipment redundancy, are events that undermine the
security of infrastructures.
Remedies against this threat are continuous training activities,
controls with video surveillance systems, respect of stringent
procedures, and watertight subdivision of the various control
systems.

6.2

Threat Modelling in Smart Grids

6.2.1

Introduction on surveillance systems in Smart Grids

Due to the shortage of energy sources and pollution of environment, renewable energy has long been a
significant solution for the environmental conservation and energy saving. Currently, however, renewable
energy sources, such as sun and wind, are too volatile to control. This fears the equation between
electricity production and consumption and challenges the security of the grid. In 2003, America northeast
blackout was a widespread power outage that occurred throughout parts of the United States. Considering
this damage, electricity grids have to be especially safeguarded. The utility provider collects usage data
from consumers. According to the collected usage data, the utility provider defines the electricity prices.
The consumers are equipped with intelligent usage measurement devices, called smart meters, which
report usage data to the power provider periodically. The utility provider and smart meters form the Smart
Grid system. That is one of the cornerstones of the electricity industry, because the interchange of
information will provide the basis for electricity management, e.g., during the consumption and production
imbalance, both the utility and consumers should take measures to avoid it. Surveillance systems are
required to detect unknown attacks and intrusions within the smart grid are required. In this report, we
examine the potential surveillance technologies used in Smart Grids.
6.2.1.1 Intrusion detection systems
As an additional line of defence and to detect unknown attacks, intrusion detection within the smart grid is
required. Intrusion detection systems are widely employed to detect various grid threats, including
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infrastructure damage [72], false data injection [73], access [74] etc. Current intrusion detection systems
can be categorized as signature-based, behaviour-based, specification-based approaches.
Signature-based approach is the most traditional approach. For most signature-based intrusion detection
systems, a set of features that match a specific pattern of misbehaviour is predefined. It compares known
threat signatures to observed events to identify incidents. By definition, these approaches only react to
known bad behaviour. Therefore, the identification system can efficiently detect the known threats, and it
makes minimal demands on the host microprocessor. However, the system heavily relies on the predefined
behaviours. For unknown threats and many variants on known threats, it is ineffective at detecting.
Contrary to signature-based intrusion detection system, behaviour-based intrusion detection approaches
look for run time features that are out of the ordinary. In [75] it is proposed a new hierarchical and
distributed intrusion detection system that is applied to a three layer communication network, including
home area networks, neighbourhood area networks, and wide area networks [30]. In each level, machinelearning approaches, such as support vector machine and artificial immune system are employed to
determine attacks. At the same time, an optimal routing algorithm is introduced in order to improve the
communication efficiency between different levels. In [76] it is proposed a behaviour-based theft detection
system to detect data modification in Smart Grids. The malicious behaviours include physical tampering,
e.g., reversing the smart meter; cyber attack, e.g., tampering with usage data during data collection time
and data attack, e.g., making the usage data is unavailable. The system presents an information fusion
solution, which reduces the number of false positives. The technologies includes supervised anomaly
detection that labels each on or off edge in the load profile according to its appliance of origin, and
unsupervised anomaly detection, in which the ordinary can be defined with respect to the history of the
test signal or with respect to a collection of training data. Therefore, the full knowledge on attack vectors
and dictionaries is unnecessary. However, the training requires enough time, during which the system
cannot effective find attacks.
Specification-based intrusion detection is a variant of behaviour-based intrusion detection. In current
electricity grids, the power flow is unidirectional. The power providers usually have limited knowledge
about the real time condition of Smart Grids in a geographically and temporally fine-grained manner due to
lack of grid sensors along with effective coordinated monitoring. In [73] it is investigated the false data
injection attack by introducing the combination sum of energy poles attack. They argue that most parts of
the distribution networks are characterized by radial tree-like topologies. The tree-like sensor network is
less vulnerable. Therefore, it is designed as surveillance guards and is proved the number of nodes placed
on edges for the network to be observable is the same as the number of smart meter modes. The hybrid
system can detect the combination sum of energy profiles attack efficiently. In [72] it is proposed a
behaviour and rule based intrusion detection system to solve the vulnerability to infrastructure damage,
service interruption and revenue loss caused by malicious actors. It formally defines legitimate behaviour
and detects an intrusion when the system departs from this model. Therefore, the approaches can achieve
low false positive rate. An expert previously defines the specific behaviour, so the system is effective.
However, huge effort has to be undertaken to generate a formal specification.
6.2.1.2 Islanding detection techniques
Islanding refers to the condition in which a distributed generator (DG) continues to power a location even
though electrical grid power from the electric utility is no longer present. In the traditional hierarchical
power grid, the power is always supplied from upstream power resources. Different to that, the virtual
plants explore the benefits of small local renewable generation. However, virtual plants maybe still work
after a blackout. It is dangerous not only for appliances, but also for employee. According to the IEEE 15472003 and IEEE 929-1988 standards, the maximum delay is 2 seconds for the detection of the unintentional
islanding condition.
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System-state monitoring is the easiest islanding detection method [77, 78]. The method is generally
regarded as a function of the distribution management system, which is also used to detect unintentional
islanding by monitoring the parameters of the entire distribution system. However, the cost of
implementation is expensive because each inverter requires separate instrumentation and communication
equipment. Intertripping is another islanding detection method, which detects the points of disconnection
and transmits the signal to all generation sites that support the respective island zones [79]. Intertripping
also generally relies on the communication between the sensors and generating units. The technique has
higher reliability and provide accurate solutions but are un- economical.
Local techniques are broadly used to detect islanding based on the measurement of the system parameters
at the distributed generation site such as voltage, frequency, current and harmonic distortion. The
techniques can be categorized as passive, active and hybrid techniques. Passive techniques monitor the
system parameters on the distributed generation site at the point of common coupling with the utility grid
[80]. These parameters vary greatly when the distribution system is islanded. Active techniques have
recently been applied by introducing a small disturbance to grids, which is the response of the intern with
the grid and deciding if the grid is in the islanding condition [81]. The hybrid technique is a combination of
the active and passive techniques. The active technique is applied only if islanding is detected based on the
passive technique [82].
The islanding condition must be detected as quickly and accurately as possible. Therefore, researchers are
currently looking into intelligent methods in detecting and classifying the islanding condition. Signal
processing techniques have aided researchers in understanding the existence of an island mode operation
regardless if the location of control is local or central. Those methods present various features, including
time-frequency distribution of a time series, which can serve as inputs to the artificial intelligent classifier
e.g., wavelet-transform [83], S-transform [84], decision trees [85].
6.2.1.3 Video surveillance system
Video surveillance system is a kind of multimedia sensor network [86], which can enhance the security,
reliability and safety of smart grid system by providing rich surveillance information for grid failure
detection and recovery, asset management etc. Current literatures on video sensor networks in Smart Grid
are usually based on cognitive radio for operation in the TV White Spaces [87]. The task groups IEEE
802.11ah is proposed to standardize the cognitive design in wireless local area networks. It intends to
enhance physical and medium access control (MAC) designs to operate in the license-exempt bands below
1 GHz.
Video surveillance requires high bandwidths up to a few megabits per second. The primary factors of
bandwidth usage are the number of cameras and video resolutions. This traffic type can tolerate latencies
of a few seconds [88]. Video surveillance systems are employed in Smart Grids for production prediction
and malicious insider attacks.
Considering multiple types of Smart Grid traffic, in [89] it is developed a channel allocation and traffic
scheduling scheme and improve the performance of video transmission in Smart Grids. According to the
light intensity and direction, the proposed video surveillance system is for monitoring solar power plants to
predict the amount of generated energy and thus efficiently balance the electricity production and
consumption.
6.2.2

Threat modelling approaches

6.2.2.1 Current approaches
Smart Grids will be exposed to new threats from network attacks as well as inherit existing threats from
physical attacks in current power grids. Threat modelling is a key element to integrate security into
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software systems. This subsection presents a brief summarization of existing threat modelling approaches.
Those approaches can be categorized as data flow and attack tree modelling approaches.
Large critical infrastructures require a great amount of manual effort and detailed expertise in cyberphysical threats. The data flow modelling approaches are proposed in order to describe complicated
systems. In the data flow modelling approaches, behaviours and relationships between threats can be
defined. In [90] it is proposed a novel hierarchical method to construct large exposure evaluation
framework for Smart Grids to test cyber-physical attacks. The threat values are dependent on the security
experts and system engineers. A model description language facilitates the construction method. Graphical
threat modelling approach is a variant of data flow threat modelling approach, such as T-Map [91] and
CORAS [92]. Graphical threat modelling approach is a quantitative threat modelling approach developed by
using UML class diagrams, which quantifies security threats by calculating the severity weights of attack
paths. It calculates a complete list of associated attack paths, and outputs the overall threats in terms of
the total weights of attack paths.
Attack tree is also one of the most popular threat modelling approaches to thereat detection software.
Some researchers also employ it to model threats in Smart Grids [93, 94]. In the tree data structure, the
defined goal is represented as the root node. The leaves nodes stand for basic attacks. And the children of
each node are the possible threats to achieve the parent threat. The relationship among siblings includes
AND and OR logic gates, where AND stands for different steps to achieve the same goal, and OR stands for
alternatives. Similar like data flow modelling approaches, these potential attacks and threats are also
dependent on the security expert and system engineer. The assignment of values is a manual process.
Therefore, it is convenient and efficient to get the potential threats.
In this report, we adopt the Petri-net modelling to analyse the possibility of potential threats in Smart
Grids. Petri-net modelling approaches are known tools for attack tree approaches. In [93] it is proposed a
novel Petri-net modelling approach of cyber-physical attacks on Smart Grids. This approach allows multilevels models. Different domain experts can separately create sub-models. In the Petri-net model, the
presentation of AND gateway and OR gateway is shown in Figure 5. The attacker launches denial of services
attacks (P1.1) in the OR gateway example. The denial of service attack can make the host of the utility
unavailable (T1.1). Besides that, malicious employee (P1.2) can shut down the machine (T1.2) directly to
make it unavailable. Any one of it can interrupt the communication (P1). In the AND node example, if the
communications between the endpoints are not secure (P5.1) and there exists web-based attack (P5.2), the
utility providers will trust the fake usage report (T5). The communication is hijacked (P7), e.g., man-in-themiddle attack. Additionally, the approach details knowledge of cyber-physical transition. For example, the
host is unavailable due to denial of service (T1.1) is cyber transition; the malicious employee shuts down
the machine (T1.2) is physical transition; the fake usage report leads to cyber transition, at the same time,
the smart meter maybe damaged, therefore, T5 is a cyber-physical transition.
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Figure 5 - Representation of AND gate and OR gate by Petri net

In the Petri-net model, users can add corresponding countermeasures against attacks. Take AND node as an
example, as described in Figure 6, in order against denial of service attack (P1.1), an intrusion detection
system may be installed in Smart Grids (P1.3). Both P1.1 and P1.3 affect the denial of service attack.

Figure 6 - Integration of countermeasure

6.2.2.2 Threat model
In Smart Grids, attackers launch attacks to misinform both the utility provider and consumers. Possible
security objectives and threats as well as their occurrence likelihood have been listed in HyRiM’s
deliverable D1.1 [67]. Thus, we build the security threat model based on those attacks and possibilities,
which are classified in Table 12:
Table 12 - Top security threats

Notation
P1.1:
P1.2:
P2.1:
P3.1:
P3.2:
P4.1:
P5.1:
P5.2:
P6.1:

Attacks
Denial of service attacks
Malicious insiders
Insecure web applications
Negligent insiders
System glitches
Third party mistakes
Insecure endpoints
Web-based attacks
Electronic agents

Occurrence Likelihood
0.10
0.07
0.07
0.20
0.04
0.10
0.10
0.10
0.16

P6.2:

Insecure smart meters

0.04
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As basic threats, the listed threats are set as leaves in the attack tree model. According to those threats,
other subsequent threats, which are listed in Table 13 are also analysed and a bottom-up threat model is
build, as shown in the Figure 7.
Both the denial of service (P1.1) and malicious behaviour on utility’s hosts (P1.2) interrupt the
communication (P1), which makes the communication unavailable (T1). If consumers get and follow fake
instructions (P2.1), utility provider should notice it. However, if there exist mistakes (P3) caused by
negligent insider (P3.1) or system glitches (P3.2) in smart grid system; consumers would get ill-gotten gains
(T2). Both T1 and T2 can generate erroneous generation evaluation (Pa), which aims to prevent the
consumer from getting correct instructions (Ta). Due to the limit of page, we omit the countermeasure in
the model.
The second class of threats (Pb) involves injecting wrong values to misinform the utility provider. If the third
party cannot evaluate the correct electricity generation (P4.1), the utility maybe gets fake electricity
generation (T4). If there exists web-based attack to the insecure endpoint (P5.2), at the same time the
endpoint is insecure (P5.1), the communication can be hijacked (P7), e.g., man-in-the-middle attack.
Consumers would compromise the meter with hardware (T6.2) or software (T6.1) approaches. After that,
consumers can send fake usage reports (P6). This also leads communication hijack (P7), e.g. fake data
injection attack. Those attacks cause that the utility gets fake electricity consumption data. Therefore, both
T4 and T7 can generate erroneous consumption evaluation (Pb), which aims to prevent the utility from
getting correct data (Tb).
To estimate the possibility of occurrence of threats of Smart Grid with and without surveillance systems,
the computation routine is employed [95]. For AND-node, the parameter of parent node C based on the
values of child nodes A and B is P(C) = P(A).P(B), where p() is the possibility of nodes. For Or-node, the
parameter of parent node C is P(C) = P(A) if Outcome(A)>Outcome(B); otherwise P(C)=P(B), where Outcome
is the outcome of the attack for attacker. Here, we simplify the model and set the total gains of the
attackers are the same. Therefore, P(C) = max(P(A), P(B)). It means the possibility of C is the maximum
value of possibility of A and B. Without a surveillance system the effect of the countermeasure is 1. The
computational result is presented in Table 13.
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Figure 7 – Threats model
Table 13 - Potential subsequent attacks

Notation
P1
P3
P6
P7
Pa
Pb
PA

Subsequent Attacks
Communication interruption
Fake instruction
Fake data injection
Communication hijack
Erroneous generation evaluation
Erroneous consumption evaluation
Blackout

Occurrence Likelihood
0.10
0.20
0.16
0.16
0.10
0.16
0.16

6.2.2.3 Surveillance systems analysis
Based on the proposed model in Section 6.2, we analyse the functionality of possible surveillance systems
for each threat shown in the model and show the feasibility of surveillance system in Smart Grids.
Denial of service (DoS) attacks, which come in many forms, are explicit attempts to block legitimate users’
system access by reducing system availability. One extreme case is blackout; all systems are power off as an
aftermath of a DoS attack. Consumers cannot get correct instructions from the utility provider under usual
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Dos attacks. DoS attack detection approaches can be installed locally, thus protecting a possible victim, or
remotely, to detect propagating attacks. In [96] traffic data are decomposed into distinct time series of
average IP/HTTP packet sizes per second, flows per second, and bytes per second, and applies wavelet
analysis to each time series, resulting in time-localized high- and mid-band spectral energies. They
considered low-frequency content to be daily or weekly activity, and thus not an onset of an abrupt attack.
According to the evaluation results, the scheme can achieve 47% detection rate over 119 time series.
An insider usually means an employee from utility provider side with approved access, privilege, or
knowledge of information systems, information services, and missions. A malicious insider is one motivated
to adversely impact the utility provider’s mission through a range of actions that compromise information
confidentiality, integrity, and availability. Malicious insiders are typical physical attackers, although it
usually leads to cyber-physical threats. Both video surveillance systems and biometric authentication
systems are able to limit physical malicious behaviours from insiders. Some literatures also analyse usage
data to detect malicious insiders. In [97] a combination of the naive Bayes classifier and the EM-algorithm is
presented. The self-consistent naive Bayes classifier is not forced to make a binary decision for each new
block of commands, i.e., a decision whether the block is a masquerader block or not. Rather, it assigns a
score that indicates the probability that the block is a masquerader block. Moreover, this classifier can
change scores of earlier blocks as well as later blocks of commands. According to the performance analysis,
the detection rate can achieve 75% in this approach.
Web-based applications are popular attack targets in Smart Grids. Web-based applications are usually
developed without a sound security methodology. A cheap example is that the attacker frames a usage
report to misinform the utility provider. If the difference between the usage data and consumption is large
enough, this would damage the electricity grid. In [98] it is presented an intrusion detection system that
uses a number of different anomaly detection techniques to detect attacks against web servers and webbased applications. The anomaly detection system takes as input the web server log files, which conform to
the Common Log Format and produces an anomaly score for each web request. More precisely, the
analysis techniques used by the tool take advantage of the particular structure of HTTP queries that contain
parameters. The parameters of the queries are compared with established profiles that are specific to the
program or active document being referenced.
Different from malicious attackers or deliberate attacks, physical surveillance systems, e.g., video
surveillance system, may not aid in the prevention of system glitches or negligent insiders. Therefore, it is
more difficult to prevent or detect those attacks than others. However, the destructiveness of it is no less
than others. For example, islanding challenge threats human health.
In current systems, strenuous computational work is usually delivered to third service parties. In Smart Grid
system, the utility provider needs not only usage data from consumers, but also generation data from
power plants to get optimize demand and response. The prediction of power production is a significant
factor to affect the stability of the Smart Grid system. If the production and consumption cannot be
balanced, the grid will face a serious damage. In [99] it is designed an online short term solar power
prediction approach from PV systems. The proposed approach can predict hourly values of solar power for
horizons of up to 36 hours. The approach contains two models. The clear sky model is found using
statistical smoothing techniques. Then forecasts of the normalized solar power are calculated using
adaptive linear time series models. The performance analysis shows that the proposed model compared to
the reference model achieves an error reduction of around 35%.
Network-based anomaly detection on an endpoint requires a model of benign/legitimate behaviour,
characterizing features that will get perturbed if the endpoint is compromised by any past, present, or
future worm. Malicious activity can then be detected by observing deviations from the benign behaviour in
the traffic transmitted by the devices. Any of those activities would disturb the communications between
parties in Smart Grids. In [100] it is employed the Kullback-Leibler divergence measure to characterize
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perturbations in source and destination port profiles as a means of detecting attempts of worm
propagation. The results show that the proposed worm detector provides 90% detection with negligible
false alarm rates.
As an important critical infrastructure, the Smart Grid system consists of a set of devices, including smart
meters, servers and gateways. Modern electricity infrastructure is often characterized by sophisticated
reliability, efficiency, sustainability and utility control units interacting with the physical environment
including subscriber appliances. If the endpoints are not secure or integrity and confidentiality are not
ensured, two-way communications between the utility provider and consumers are not available. For
example, smart meters are broken. After all, it is installed in consumers’ households. In [72] it is presented
a behaviour rule based detection system to solve this problem by detecting malicious devices, regardless of
whether the attack is known or unknown. The evaluation result achieves 92.08% on checking insecure
smart meters.
Based on the analysis of the surveillance systems in Smart Grids, the counter-measures are introduced into
the threat model. The corresponding surveillance systems and their detection efficiency are listed in Table
14.
Table 14 - Detection results of the corresponding surveillance systems

Notation
C1.1
C1.2
C2.1
C3.1
C3.2
C4.1
C5.1
C5.2
C6.1
C6.2

Surveillance technology
Deep packet inspection
Data mining
Anti-malware
Data retention
Data retention
Camera/ VMI
Data mining
Anti-malware
Intrusion detection system
Intrusion detection system

Detection probability
47.00%
75.00%
72.72%
15.00%
15.00%
35.00%
90.00%
72.72%
92.08%
92.08%

As we discussed in Section 6.1, the countermeasures also affect the occurrence likelihood of threats. Table
15 describes the comparison of occurrence likelihood between with and without surveillance systems. If we
install all countermeasures in the Smart Grid system, the possibility of blackout is reduced from 0.16 to
0.065. According to above analysis, the Electronic agents (P6.1) are the most significant threat in Smart
Grids. Under the assumption that the surveillance systems are installed in Smart Grids, if there is no
surveillance system to protect against denial of service attacks (P1.1) or third party mistakes (P4.1), the
blackout possibility will improve to 0.1. Therefore, surveillance systems against denial of service and third
party mistakes are also necessary for Smart Grids. Another important attack is malicious insider (P2.1). In
Smart Grids, the blackout possibility will improve to 0.07 without corresponding countermeasures. The
threat model with necessary surveillance systems are described in Figure 8.
Table 15 - Impact of surveillance systems on the respective security threats

Threats
P1.1
P1.2
P2.1
P3.1
P3.2

Occ. Likelihood without
applying surveillance
0.10
0.07
0.07
0.20
0.04

Surveillance
technology
C1.1
C1.2
C2.1
C3.1
C3.2

Occ. Likelihood after
applying surveillance.
0.0530
0.0175
0.0190
0.1700
0.0340
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Threats

Occ. Likelihood without
applying surveillance

Surveillance
technology

Occ. Likelihood after
applying surveillance.

P4.1
P5.1
P5.2
P6.1

0.10
0.10
0.1
0.16

C4.1
C5.1
C5.2
C6.1

0.0650
0.0100
0.0273
0.0127

P6.2

0.04

C6.2

0.0032

Figure 8 - Threats model after applying suitable countermeasures
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6.3

Threats to Surveillance Technologies

Surveillance technologies themselves can be the target of different kind of threats. In the following, some
of these threats are analysed.
6.3.1

Industrial control systems

In Deliverable 1.1, “Report on (cyber) risk trends in utility network operator requirements”, the risks in
control and utility networks have been examined. We believe that in the context of this working document,
when considering how threats to surveillance technologies and to control technologies, as a sub category of
surveillance technologies themselves can be effectively countered, an analysis of the measures to deal with
industrial control systems attacks is important and has to be considered. As stated in Deliverable 1.1,
Industrial control systems (ICS) have become prime targets for these cyber attacks and can potentially have
serious social and economic impacts. The most recent attack in 2014 was an incident where a blast furnace
at a German steel mill suffered massive damage following a cyber-attack on the plant’s network. Attacks
against ICSs have increased and become more frequent, making the security of these systems essential and
a pressing issue.
Many ICSs are installed and operate for many years. This often leads to security policies rooted in a
security-through-obscurity approach, using physical isolation, proprietary protocols, and specialized
hardware in the hopes that this will keep them secure. Many of these systems were developed before
Internet-based technologies were used in businesses and were designed with a focus on reliability,
maintainability and availability aspects, with little-or-no emphasis on security.
What are the countermeasures against ICS attacks?
Securing ICS environments requires a comprehensive security plan that would help an organization define
its security goals in terms of standards, regulatory compliance, potential risk factors, business impacts, and
required mitigation steps. Building a secure ICS environment requires integrating security into each phase
of the industrial processes starting from planning to the day-to-day operations. Network-level segregation
between the control network and corporate network should be an absolute requirement as it greatly
reduces the chances of attacks originating from within corporate networks. However practical
considerations require ICS connectivity from the corporate network.
In such cases the access points should be limited, protected by a firewall, and should make use of trusted
communication channels like a VPN. ICS environments are evolving, with vendors extending support for
security software on the control devices for general-purpose SCADA servers and engineering workstations.
However systems like PLCs and DCSs still use vendor-specific customized operating systems. These control
systems, once installed, have zero tolerance for downtime, limited resources and time-dependent code.
This limits opportunities to deploy traditional enterprise-security solutions designed for IT computer
systems. Given these challenges there is no silver bullet solution for ICS security. Rather security has to be
implemented end-to-end at each layer, including the network perimeter, access points to the corporate
and external network, the network level, the host-base level, and the application level. In addition, the
control devices themselves should also be secure by design. Manufacturers are responsible to ensure that
security is built into the control devices before shipping. Looking ahead we will likely see a trend towards
an increase in the use of mobile technology allowing remote HMI access and control options. While the
solution is very compelling from administrative efficiency perspective, it will launch a new attack surface
associated with the mobile usage model. It’s also possible that we will see the development of generalized
techniques for attacking ICSs. As a result we may see a rise in freely available ICS exploit kits. This trend
would no doubt increase ICS attack numbers.
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6.3.2

Anti intrusion systems

Anti intrusion systems play a strategic importance in the field of surveillance technologies since they must
be able to receive alarm input from other subsystems. The following tables contain a list of anti intrusion
systems, of their detection capabilities and of their exposure to circumvent or sabotages acts. This
information is the result of research work performed on a critical infrastructure with regard to IT and
Physical security.
Table 16 - Electromagnetic contacts

Detection
probability

Susceptibility
false alarms

Good

High risk
oxidation
contacts

Detection
probability

Susceptibility
false alarms

Good

Low

to Possibility to avoid or to sabotage

for It is a detector system that can be easily avoided
by using simple mechanical means

Table 17 – Magnetic contacts

to Possibility to avoid or to sabotage

It is a detector system that can be easily avoided
by using simple mechanical means

Twin technology volumetric detectors for indoor (or outdoor use if one wants to protect areas near the
building or an entrance); they are bi static microwave barriers; Drop-down detectors (for external or
internal) to protect access.
Table 18 - Twin technology volumetric detectors

Detection
probability

Susceptibility
false alarms

Medium

Medium

Detection
probability

Susceptibility
false alarms

Medium

High

Detection
probability

Susceptibility
false alarms

High

Medium

to Possibility to avoid or to sabotage

It is a detector system that can be easily avoided
by means of simple shielding with very common
materials, poor heat conductors or nontransparent to present wavelengths

Table 19 - Inertial detectors (vibration or glass break)

to Possibility to avoid or to sabotage

It is a detector that can be easily sabotaged
Table 20 - Selective microphones

to Possibility to avoid or to sabotage

It is a detector that is potentially avoidable
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Table 21 - Capacitive sensors

Detection
probability

Susceptibility
false alarms

Medium

High

Detection
probability

Susceptibility
false alarms

Low

High

to Possibility to avoid or to sabotage

It is a detector that can be easily sabotaged

Table 22 - Sensitive mat

to Possibility to avoid or to sabotage

It is a detector that can be easily sabotaged
Table 23 - Acoustic microphone

Detection
probability

Susceptibility
false alarms

Low

High

to Possibility to avoid or to sabotage

It is a detector that can be easily sabotaged
Table 24 - Video motion detection

Detection
probability

Susceptibility
false alarms

High

Medium

Detection
probability

Susceptibility
false alarms

Medium

Medium

to Possibility to avoid or to sabotage

It can be potentially sabotaged

Table 25 - Active infrared barrier

to Possibility to avoid or to sabotage

It can be potentially sabotaged depending on the
type of barrier

Table 26 - Microwave bistatic barrier

Detection
probability

Susceptibility
false alarms

High

Low

to Possibility to avoid or to sabotage

It is a detector that cannot be easily sabotaged
Table 27 - Microwave doppler

Detection
probability

Susceptibility
false alarms

High

Medium

to Possibility to avoid or to sabotage

It is a detector that cannot be easily sabotaged
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Table 28 - Ultrasound doppler

Detection
probability

Susceptibility
false alarms

High

High

to Possibility to avoid or to sabotage

It is a detector that can be very easily sabotaged
Table 29 - Optical fibre

Detection
probability

Susceptibility
false alarms

High

Low

to Possibility to avoid or to sabotage

It is a detector that cannot be easily sabotaged
Table 30 - GPS (terrain pressure)

Detection
probability

Susceptibility
false alarms

High

Medium

to Possibility to avoid or to sabotage

Very low if positioned according to paths that
cannot be foreseen; strictly dependent on the
kind of site

Table 31 - Microphone cable

Detection
probability

Susceptibility
false alarms

Medium

High

to Possibility to avoid or to sabotage

It is a detector that can be easily sabotaged
Table 32 - Electric field

Detection
probability

Susceptibility
false alarms

Medium

High

to Possibility to avoid or to sabotage

It is a detector that can be very easily sabotaged
Table 33 - TWIDS networks

6.3.3

Detection
probability

Susceptibility
false alarms

High

Medium

to Possibility to avoid or to sabotage

It is a detector that cannot be very easily
sabotaged

Video surveillance systems

Video surveillance systems are one of the most widespread surveillance systems all over the world and
their use is constantly increasing in various sectors. Despite their continuous growth it is also true that they
represent a target of attacks since a third party exploiting system configuration flaws can misuse them. If it
is true that police departments and governments have been monitoring city streets for years, with security
cameras proving invaluable in crime investigation and prevention, these systems could also be used in a
harmful way.
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In a recent research carried out by Kaspersky Lab [101], the security of video surveillance network in one
city was examined. Surveillance cameras were connected via a mesh network – a type of network in which
nodes are connected with each other and serve as stepping stones for data (video feed in this particular
case) on its way from a node to the control centre. Instead of using a Wi-Fi hotspot or wired connection,
nodes in such networks simply transmit data to the closest node, which transmits it further through other
nodes right to the command centre. Should an intruder connect to just a single node in the network, they
will be able to manipulate the data transmitted through it.
Mesh-network based video surveillance systems are, in general, an inexpensive alternative to surveillance
systems, which require either multiple hotspots throughout a city, or miles of wires. But the security of
such networks is heavily dependent on how the whole network is set up. In the case investigated by the
researchers, the network of cameras used no encryption at all. After purchasing equipment similar to that
used in the city, Kaspersky Lab researchers discovered that sufficient encryption tools are provided, but
they were not being used correctly in this case. As a result, clear text data was being sent though the
network and made freely available to any observer who joined.
The researchers quickly realized that creating their own version of the software used in the network would
be enough to manipulate the data traveling across it. After recreating the network and software in the lab,
they were able to intercept the video feeds from any node and also modify them e.g., exchange the real
video from the camera with a fake one.
The researchers shared their findings with the company that had set up the surveillance network in the city.
Since then, the necessary changes have been made to the vulnerable network.
Researchers say that they carried out this activity to highlight that cyber security also affects physical
security systems, especially critical public systems like video surveillance.
According to Kaspersky researchers, in order to avoid the security vulnerabilities associated with meshnetworks, the following measures should be adopted:
•
•
•
•

6.3.4

Wi-Fi Protected Access with a strong password is the minimum requirement needed to stop the
system from being an easy target.
Hidden SSID (public names of a wireless network) and MAC filtering (that allows users to define a
list of allowed devices on the Wi-Fi network) will also weed out unskilled hackers.
Make sure that all labels on equipment are concealed and enclosed to deter attackers who do not
have insider information.
Securing video data using public-key cryptography will make it almost impossible to manipulate
video data.
Pedestrian access control systems

One very important aspect of security within Smart Grids or Utility Networks Systems is the control of
people accessing these facilities by foot. In this case the first security rule is that all those who have to enter
the controlled area, must have a system of recognition/certification to be presented near the proximity
reader which, once received the ability to access, operates all the electromechanical devices connected as
turnstiles, bars or electric locks. The staff that has to access the plants has to be equipped with one or more
systems that allow them into the plants, registering people present, their access to restricted areas, etc.
Examples of technologies usually used are:
•

Proximity chip: Through which to perform access control
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•
•

Contact Chip (Smart Cards): With which it is possible to access the Information System with Smart
Card reader.
RFID: With which it is possible to identify persons or goods and which may be associated with
specific qualifications.

It is generally advisable to rule access providing gates with moving wings instead of classic turnstiles or
"cages", certainly less agile in use, leaving the latter to regulate access to sensitive areas. Each reading
point has to equipped with its own processor that, in addition to ensuring a high level of communication
with the central system, through the Input/Output, with which they must be equipped, has to control all
the interlocks necessary to block and unlock the gate. In case of intrusion, break through the gate, or
failure, the reading point will indicate the status of criticality to the supervisory system clearly indicating
the type of alarm in progress. The periphery must be designed to ensure autonomy even in case of
unavailability of the central system, by storing the codes of the persons who transited both input and
output; once the restoration of the failure has been resolved, the reading point can download the data in
memory so that the system can realign the data in the DB.
For pedestrian crossings the following features must be provided:
•
•
•
•
•

•
•

•
•
•

•

Integration with Gates that regulates access mechanically;
Fast and reliable detection system;
The indication of reading, recognition and entrance with optical/acoustic signals has to be assured
The indication of a reading error and/or inhibition of the entrance with optical/acoustic signal have
to be assured.
An anti-Back Pass functionality (managed by software) has to be developed so that it will be not
possible to use the same card to let in a possible unauthorized person; After enabling access with a
certain card, it will not be possible to rehabilitate a further input before an exit with he same card is
recorded.
System for anti climb gates systems have to be planned managed and monitored.
Multiple readings of the same card (double or triple) must not be possible, to avoid:
o That they are interpreted as anti pass-back attempts.
o That multiple registrations occur, making it difficult to manage them subsequently.
o That they generate errors which are not real and which could block access.
Possibility of remote monitoring and diagnostic of the infrastructure.
Possibility to transfer controls to remote a management centre with staff operating it.
Robust Architecture, which guarantees a high uptime, since it is an application with a high criticality
level criticality:
o Redundant server architecture (backup Hot / Cluster).
o Mirrored disks.
o Central architecture centrally hosted in a Datacentre and segregated, with anti-burglary
monitoring (Alarm + Digital Video Recording).
o Field devices architectures segregated, with anti-theft monitoring (alarm and digital video
recording).
o Services and management monitoring.
Guarantee of proper functioning of the openings also in case of the LAN data transmission
malfunctioning:
o Each access control or cluster of accesses must be autonomous in the management of
configurations, permissions (rules to enable), registries, bands, etc. and it must therefore
be able to operate even not being able to report to the central system.
o Each access control or cluster of accesses must be configured easily remotely, in order to
change permissions or rules.
o The different access control or cluster of accesses should remain aligned constantly and
automatically to configurations and changes.
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o

•

•

At least 10,000 offline recordings will have to be stored which will automatically readjust to
the resetting after the connection network has been restored.
Integration with digital video surveillance subsystems; the system must be able to resume the
inputs even in low light conditions:
o Possibility to record a frame or a sequence at each enabled access.
o Possibility of recording a frame or a sequence in front of a burglary (e.g., Pass-Back or
attempt to climb over a gate).
Integration with Intrusion subsystems:
o Possibility to automatically change the configuration or functionalities if there is a coded
event, revealed by the anti intrusion subsystem. (E.g., in case of alarm in some area,
inhibiting the entrance to certain categories, leaving the possibility of such access only to
emergency personnel).

Using a layered architecture that allows to:
•
•
•

•

6.3.5

Download transactions in real time.
Consolidate data into a single database online.
Export automatically historical data on a second database, on which it is possible to make the
necessary inquiries and from which one can generate statistics easily, without affecting system
operation. This second database may also be an instance of an existing database (e.g., Oracle).
Export data to corporate information systems (Notes/SAP R3/etc.).
Threats to pedestrian access control systems

Pedestrian access control systems can be the target of different kind of attacks. Considering the list of
above mentioned surveillance technologies, here is a short description of some of the threats that can be
posed to these technologies.
6.3.5.1 Proximity chip
Examples of threats to Proximity chip technology are eavesdropping attacks, that is the opportunistic
interception of information exchanged between a legitimate tag and legitimate reader, skimming attacks,
that occur when the data stored on the RFID tag is read without the owner’s knowledge or consent, cloning
attacks and replay attacks, in which attacker copies a stream of messages between two parties and replays
it to one or more of two parties.
6.3.5.2 Contact chip (smart cards)
The most vulnerable aspect of Smart Cards is the chip. If the data on them is not encrypted, there are ways
a malicious user with a reader can sift the data off the card. The small size of the chips on the cards only
allows a limited amount of memory, which also limits the size of the encryption keys the card can hold,
which in turn weakens the strength of the encryption of the card. But these vulnerabilities are unique to
the card itself. As for the databases supporting smart cards and holding their data, the vulnerabilities are
the same as for any server-based system. There is nothing special about them just because they are part of
a smart card system. The same rules apply to database servers - or for any server, for that matter. The
database and its hosting server should have up-to-date security patches from the vendor, and access
should be limited to those who need it. Data sent to and from the database should be encrypted in transit
and sensitive data in the database itself should be encrypted.
The following is a list of technologies, among others, have been developed to protect Smart Cards from
attacks:
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•
•
•

•

•
•

Memory control for multi-applications. An enhanced Memory Access Control system provides
secure operating system support for multi-application cards.
Clock fluctuation. A special Clock Software Management facility, when properly used, results in
highly variable software timing when the embedded application program is executing.
Unpredictable behaviour. A built-in timer with Interrupt capability and an Unpredictable Number
Generator is used to impose unpredictable variations on software execution behaviour, with
consequent changes in the pattern of power consumption.
Security mechanisms and firmware functions. An enhanced set of security mechanisms and
firmware functions allow the application to detect and respond appropriately to the occurrence of
conditions that might indicate an attack. These conditions include invalid operating conditions, bad
opcodes, bad addresses and violations of chip integrity; the possible responses include interrupts,
program reset, immediate erasure of all RAM data and flash programming of the entire EEPROM
array.
Robust design. A modular design allows new hardware variations, including custom variations, to
be produced quickly and efficiently, thereby allowing fast response to new attack scenarios.
Technology barrier. Advanced 0.6-micron technology greatly reduces the size and power
consumption of cards as well as the relative variations in their operating parameters. This makes it
very hard for external SPA/DPA methods to distinguish between normal card fluctuations and datarelated fluctuations.

6.3.5.3 RFID
The extent of an attack on RFID systems can vary considerably since some attacks are focused on a
particular part of the system (e.g., the tag) while others target the system as a whole.
For the purpose of this working document the most relevant vulnerability concerns entity authentication,
which allows the verification of the identity of one entity by another. The authenticity of the claimed entity
can only be ascertained for the instant of the authentication exchange. A secure means of communication
should be used to provide authenticity of the subsequent data exchanged. To prevent replay attacks, a
time-variant parameter, such as a time stamp, a sequence number, or a challenge may be used. The
messages exchanged between entities are called tokens. At least one token has to be exchanged for
unilateral authentication and at least two tokens for mutual authentication. An additional token may be
needed if a challenge has to be sent to initiate the protocol.
Among the measures to be adopted to face these attacks, the use of a cryptographic check function seems
to be the most precise solution for RFID. Due to the fact that standard cryptographic primitives exceed the
capabilities of a great number of tags, the design of lightweight primitives is imperative, at least for lowcost RFID tags. In this case the two entities (claimant/verifier) share a secret authentication key. An entity
corroborates its identity by demonstrating knowledge of the shared key. This is accomplished by using a
secret key with a cryptographic check function applied to specific data to obtain a cryptographic check
value. This value can be recalculated by the verifier and compared with the received value.
6.3.6

Vehicle access control systems

The technologies mentioned above can possibly be integrated, for this kind of control systems, with an
access control based for the recognition of license plates of vehicles. This system is usually critical and must
be carefully assessed. As a matter of fact access of vehicles, often with dirty or semi cancelled plates,
sometimes creates significant operational problems, especially in areas with high traffic flow. Automatic
Number Plate Recognition has become a popular tool in the last years for facilities that need a very flexible
and easily maintained vehicular access control or vehicle identification system. ANPR camera’s can be
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connected to access control systems where the license plate number is easily registered. The interesting
thing about ANPR is that there are no tags that need to be distributed. Cars usually are equipped with
license plates. If it comes to robustness and security, microwave and UHF are better options. Copying
license plates is not too difficult and there is no international common standard for license plates, which
makes the automatic recognition sometimes a challenge. Another disadvantage of ANPR is that there are
many vehicles that do not have license plates, like trains and numerous vehicles at airports and other
specific estates.
If applicable from a logistical point of view it is preferable to a Telepass Like system or boosters for RFID
technologies, opting for an early detection system.
In any case it is essential to analyse the needs in order to identify the level of security that is to be achieved
and consequently adopt the necessary technologies. A system often used provides that the vehicles have to
stop at the gate, proceeding to their recognition through automatic reading of the license plate (or with a
second badge associated to the vehicle or with a RFID TAG) and of the driver via a proximity badge; the
whole system can sometimes be integrated by video surveillance systems that register a frame or a
sequence whenever a driver is identified with badges, also allowing a visual analysis on the identity of the
driver in the cab and detecting the possible presence of other people in addition to the driver himself.
The system must be able to:
•
•
•
•
•
•

Prevent access to unauthorized vehicles;
Prevent access to unauthorized drivers;
Prohibit access to transport means/drivers without a loading order;
Register more than a car or a of a vehicle to the name of a driver;
Interface with the video surveillance subsystem;
Interface with the intrusion subsystem.

Other technologies used for vehicle access control systems are:
RFID UHF: RFID Ultra High Frequency (800-900 MHz), which has been used in the world of logistics for
many years to track and trace parcels and products that are finding their way through the production and
distribution processes. This technology supports reading distances of several meters using relatively
inexpensive passive badges (without batteries). Considering UHF cards for both vehicle access and person
access is now a realistic option if there are no specific requirements for advanced encryption of card
contents. UHF cards are relatively cheap and can support hands free access requirements significantly
better than other card technologies. And even better: UHF tags are publically available in many forms
through a large number of suppliers. However, when it comes to providing a resilient, secure and
convenient solution for vehicular access, microwave platforms that combine vehicle with driver-based
identification are still the best solution.
Microwave systems: Microwave technology is at present one of the main technologies used for vehicle
access. 2,45 GHz readers identify cars and other vehicles that are equipped with semi-active or active
badges. Supporting reading distances of over 10 meters, this technology provides for a convenient and
resilient way of vehicular access control. Microwave detectors are usually mounted above the ground and
beam a cone shaped area to an approaching vehicle, which reflects some of the microwave energy back to
the detector thereby providing a momentary contact closure (pulse) to indicate that a vehicle has been
detected.
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6.3.6.1 Vehicle barriers
Even if not strictly classifiable as surveillance technologies, vehicle barriers have to be considered when
dealing with vehicle access control systems. The possibilities to prevent unauthorized vehicle access to
smart grids or utility network facilities consist of human intervention, in which members of a security force
are posted to prohibit passage, or physical barrier placement in which a mechanical system is placed to
prevent unauthorized vehicle passage. Vehicle barriers should be considered when necessary to control
identified risks (e.g., car or truck intrusions). To reduce the risk to facilities and people, vehicle barriers may
be constructed/installed in conjunction with perimeter barriers in front of stations, in personnel access
areas, and along avenues of vehicle access.
It should also be considered that many perimeter barriers in use today can be forcefully penetrated by
common road vehicles: a car or light truck can easily crash through most fences and gates with minimal
delay or damage to the vehicle. When necessary to control identified risks, reinforced or heavy-duty
barriers should be used.
6.3.7

Threats to vehicle access control systems

Since many of vehicle access control systems are based on RFID technology, what has been briefly
described above is applicable in this paragraph.

7 CONCLUSIONS
In this report, we conducted a review of surveillance technologies, and a comparative evaluation of them
on the basis of various metrics, viz., security, privacy, usability, effectiveness, cost, and cost effectiveness.
The literature search was based on searching in eight electronic databases, and by selecting to study
twenty papers, which have been used as our primary studies. In the following, we provide our concluding
remarks based on the set of defined questions in Table 2.
With regard to our general questions, we can conclude that through the analysis of primary studies, we
managed to identify a list of 15 surveillance technologies categorised in six main surveillance areas. An
extra surveillance technology, i.e., multimodal biometrics, was added by the authors (based on previous
experience in the area), and thus, resulting in identifying 16 surveillance technologies in overall.
Furthermore, it appears that the application areas of various surveillance technologies are not clearly
examined in the analysed primary studies. Nevertheless, such information is extracted indirectly, and thus,
provided whenever available. Moreover, a clear reference to facing challenges of surveillance technologies
was absent in the majority of examined studies. However, performing a closer analysis of primary studies
unveiled some of the most common ones. Some of the main challenges identified are these of privacy and
security, as well as challenges stemming from technological restrictions (e.g., processing of huge amount of
data, etc.).
Concerning the set of focused questions, we can notice that although the majority of the examined
documents refer to the concept of security, a systematic analysis of it is absent. Specifically, security in not
clearly defined, and thus, it is not clear in the majority of the cases the context of it. In this review, we
provide a definition for security in surveillance and extract information related to our definition to evaluate
security in surveillance areas. Furthermore, it is indicated through the analysis that privacy is a major
concern in surveillance technologies and that is covered widely in most of the primary studies (see also
Table 6). Although a vast amount of information about privacy was extracted, its evaluation is characterised
to be a cumbersome process. Based on the analysis of privacy issues and level of its accomplishment, it is
shown that privacy infringement is relatively high in surveillance. Lastly, information about usability was
minimum since it is only examined in a small subset of the identified list of primary studies, i.e., in S3 and
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S19. Thus, the conducted analysis with regard to usability was depended to the scoring system introduced
in S3 and highly depended on the perception of experts that evaluated the surveillance technologies.
Overall, it appears that there is an abundance of surveillance technologies. Our analysis based on experts’
perception identified several correlations between some of the metrics. Yet, it is not clear how these
relationships are being affected between each other. We anticipate the information in this paper to serve
as a basis for further investigation and improvements of surveillance technologies, especially in the area of
critical infrastructures.
Additionally, in this report, we have also provided a categorisation of threats and elaborated on how the
implementation of certain surveillance technologies can help to mitigate threats. This was done in the
context of cyber physical systems. Physical and human threats were examined, too. Through the
examination and application of threat modelling techniques in Smart Grids, we have presented a threat
model and examined the effect of surveillance technologies on them. The latter resulted in showing that
critical infrastructures (e.g., Smart Grids) benefit from surveillance technologies since these are able to
decrease the occurrence likehood of threats. Furthermore, anti intrusion systems were examined to
identify their detection capabilities and exposure to circumvent or sabotages acts. The analysis was
performed in an actual critical infrastructure, and thus, we consider the value of the results to be of great
significance and applicable to a variety of utility networks. Lastly, threats to pedestrian and vehicle access
control systems were examined. The latter resulted in providing indicative information about the threats
that surveillance technologies have to cope with.
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APPENDIX I: QUANTIFICATION OF METRICS AND CALCULATION OF COST-EFFECTIVENESS
Experts operating in utility networks provided the data for calculating the metrics. In all cases, the level of
confidence with regard to the given information is taken into consideration. In more detail, the mapping of
qualitative values to quantitative ones is made using the following assignments:
•
•
•
•
•
•

Confidence = {(high = 1), (medium = 0.5), (low = 0.1)}.
Security = {(excellent = 1), (very good = 0.8), (good = 0.6), (fair = 0.4), (poor = 0.2)}.
Privacy = {(excellent = 1), (very good = 0.8), (good = 0.6), (fair = 0.4), (poor = 0.2)}.
Usability = {(excellent = 1), (very good = 0.8), (good = 0.6), (fair = 0.4), (poor = 0.2)}.
Effectiveness = {(excellent = 1), (very good = 0.8), (good = 0.6), (fair = 0.4), (poor = 0.2)}.
Cost = {(extremely expensive = 1), (very expensive = 0.8), (expensive = 0.6), (moderate = 0.4),
(cheap = 0.2)}.

Based on the aforementioned, the formula used for calculating the cost-effectiveness of a surveillance
technology (ST) is:
Cost_EffectivenessST = EffectivenessST * (1 – CostST) (1)
In formula A.1 it is required to calculate the frequency of variables values (i.e., obtains count on a single
variable’s values) to compute average effectiveness (i.e., EffectivenessST). This is expressed in the range of
[0, 1]. Likewise, we calculate the average cost of a surveillance technology. Since the cost of each
surveillance technology is considered to be inversely proportional to its overall cost effectiveness, we
subtract CostST from 1 (all values are expressed in the range of [0, 1]). Following, we use VP to refer to
“Valid Percentage”, i.e., a percentage that does not include missing cases. Specifically, we have that:
VPvalue = (Value Occurrences) / (Total number of values), VPvalue ∈ [0,1] (2)
Additionally, it holds that:
ConfidenceST = (1 * VPhigh + 0.5 * VPmedium + 0.1 * VPlow) (3)
EffectivenessST = ConfidenceST *
(1 * VPexcellent + 0.8 * VPvery good + 0.6 * VPgood + 0.4 * VPfair + 0.2 * VPpoor) (4)
And,
CostST = ConfidenceST *
(1 * VPextremely expensive + 0.8 * VPvery expensive + 0.6 * VPexpensive + 0.4 * VPmoderate + 0.2 * VPcheap) (5)
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APPENDIX II: CALCULATED VALUES
The information in Table 34 provides detailed information about the computed values on experts’
perception, i.e., before and after applying confidence to experts’ opinion.
Table 34 – Analytical view of calculated values based on experts perception

Biometrics

Dataveillance

Visual
surveillance

Communication
surveillance

Location
tracking

Ubiquitous
surveillance

Security

Privacy

Usability

Effectiveness

Cost

Calculated value (Cv.)

0.7000

0.5000

0.6000

0.6000

0.3000

Cv. * Confidence

0.7000

0.5000

0.6000

0.6000

0.3000

Cost Effectiveness

0.4200

Calculated value (Cv.)

0.5778

0.5111

0.5111

0.5333

0.5333

Cv. * Confidence

0.4494

0.3975

0.3975

0.4148

0.4148

Cost Effectiveness

0.2427

Calculated value (Cv.)

0.7000

0.6667

0.6333

0.4667

0.3333

Cv. * Confidence

0.5833

0.5556

0.5278

0.3889

0.2778

Cost Effectiveness

0.2809

Calculated value (Cv.)

0.5429

0.5143

0.6000

0.4000

0.4286

Cv. * Confidence

0.4653

0.4408

0.5143

0.3429

0.3673

Cost Effectiveness

0.2169

Calculated value (Cv.)

0.7000

0.7500

0.6000

0.4000

0.4500

Cv. * Confidence

0.7000

0.7500

0.6000

0.4000

0.4500

Cost Effectiveness

0.2200

Calculated value (Cv.)

0.4500

0.6000

0.5500

0.5000

0.3000

Cv. * Confidence

0.1800

0.2400

0.2200

0.2000

0.1200

Cost Effectiveness

0.1760

Confidence
1.0000

0.7778

0.8333

0.8571

1.0000

0.4000

